IIpuka3 ®Cb Poccuu ot 10 urons 2014 r. N 378
"O0 yrBep:xkaeHun CocTaBa M COePKAHNS OPraHU3ANNOHHBIX U TEXHUYECKHX Mep
1o odecnevYeHu10 0€30NMACHOCTH MEePCOHANBHBIX JaHHBIX PH UX 00padoTKe B
UH(POPMANMOHHBIX CHCTEMAX MEPCOHAJBbHBIX JAHHBIX C HCIO0Jb30BAHUEM CPEICTB
Kpunrorpaduyeckoii 3amurbl UHGOPMALMH, HEOOXOAUMBIX /IJISl BbINOJIHEHUS
ycranoBJeHHbIX [IpaBuTenbeTtBoM Poccuiickoii @enepanuu TpedoBaHMi K 3a1IUTe
NMEePCOHAIBHBIX TaHHBIX JJISl KAXK/A0T0 U3 YPOBHeEil 3amuieHHocTu"

B cootBeTcTBHM ¢ yacThio 4 ctathu 19 denepanbHoro 3akona ot 27 urons 2006 T.
N 152-®3 "O nepcoHanbHbIX JaHHBIX'"* MPUKA3BIBAIO

yTBepauTh mpunaraembie (CocTaB ©  COAEpKaHUE OPraHU3AlMOHHBIX U
TEXHUYECKUX MEp MO OO0ecCrneyeHUuro0 O0e30MacHOCTH MEePCOHANBHBIX JTAHHBIX MPHU HUX
00paboTke B MHPOPMAIIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JAHHBIX C HCIOJIb30BAaHUEM
CpeACTB KpunTorpadguuecko 3amuThl UHGOPMAIUUA, HEOOXOIUMBIX JJISl BBITOJTHEHUS
yctaHoBieHHbIX [IpaButensctBoM Poccuiickoit ®enepauuy TpeOOBaHHW K 3allIuTe
MEePCOHABHBIX IAHHBIX TSI KXKJIOTO U3 YPOBHEH 3alUIIIEHHOCTH.

Hupexrop A. bopTHUKOB

3apeructpupoBano B Muntocte P® 18 aBrycra 2014 r.
Peructpanmonssiii N 33620

* CoOpanne 3akoHonarenbcTBa Poccuiickoit ®enepanun, 2006, N 31 (u. 1),
ct. 3451; 2009, N 48, cr.5716, N 52 (u. I), cr. 6439; 2010, N 27, cr. 3407; N 31,
cT. 4173, cr. 4196; N 49, ct. 6409; N 52 (4. 1), cT. 6974; 2011, N 23, ct. 3263; N 31,
ct. 4701; 2013, N 14, ct. 1651; N 30 (u. 1), ct. 4038.

IHpuioxenue

K npuxka3sy ®exepajbHoi
cJy:x0b1 0e3onacHoctTu PO
ot 10 uroas 2014 r. N 378

Cocras u coaepxanue
OPraHM3alMOHHbIX U TEXHUYECKHX Mep 10 00ecrnevyeHn 0 0e30IaCHOCTH
NMEePCOHAIBHBIX TAHHBIX MPHU UX 00padoTKe B MHGOPMAIMOHHBIX CHCTEMAX
NMEPCOHAJILHBIX JAHHBIX ¢ MCIOJIb30BAHUEM CPEACTB KpUNTorpaguueckoii 3ainThl
uHpopManuu, He0OXOAUMBbIX /IJISl BHINOJHEHHUS YCTAHOBJIEeHHBIX [IpaBuTeibCcTBOM
Poccuiickoii @enepannu Tpe0OBaHUI K 3alIUTE NMEPCOHATBHBIX TaHHBIX I
KaKI0T0 U3 YPOBHEH 3aIMILIEHHOCTH
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1. O01mue mo10KeHUA

1. Hacrosinuit TOKyMEHT ONpeieNsieT COCTaB U COJIEp KaHNe OpraHU3alMOHHBIX U
TEXHUYECKUX Mep MO OO0ECHedeHHI0 Oe30MaCHOCTH IMEePCOHAIBHBIX JaHHBIX TMPU HX
oOpaboTke B UWH(DOPMAIMOHHBIX CHCTEMaxX TIEPCOHAIBHBIX JAaHHBIX (mamee -
uH(pOpPMallMOHHAsI CUCTEMA) C MCMOJIb30BAaHUEM CPEJICTB KPUMNTOrpaUUECKON 3allUThI
uadopmarmu  (manee - CK3U), HEoOXOMMMBIX MJIS BBITIOJHEHUS YCTAHOBIECHHBIX
[IpaBurenscTBOM Poccuiickoit ®enepanuu TpeOOBaHUI K 3allMTE NEPCOHATBHBIX
JAHHBIX JJI1 KaXI0T0 U3 YPOBHEH 3aIUILEHHOCTH.

2. Hacrosimuii TOKyMEHT MpeJHa3HaveH sl orepaTopoB, uenois3yromux CK3U
st o0OecrieyeHus: O€30MAaCHOCTU TMEPCOHANBHBIX JAHHBIX MpU HUX 00paboTke B
UH(OPMAITMOHHBIX CHCTEMaX.

3. IlpuMeHeHUE OpraHU3alMOHHBIX W TEXHUYECKHUX MEpP, OMNPEACIICHHBIX B
HACTOAILEM  JIOKyMEHTe, O0ecleunBaeT Omeparop C  y4eroM  TpeOoBaHUM
AKCIUTyaTallMOHHBIX  AokyMmMeHTOoB Ha CK3U, wucnonb3dyembie g oOecredeHus
0€30MacHOCTH TMEePCOHAIBHBIX JAHHBIX MPU HUX 00paboTKe B WHEOOPMAIIMOHHBIX
CUCTEMAX.

4. Oxcmnyarauuss CK3M  pgomkHa OCYyIIECTBISATBCS B COOTBETCTBUU  C
nokymenrtamueinr Ha CK3UW u TpeOOBaHUSIMHM, YCTAHOBJICHHBIMH B HACTOSIIIEM
JIOKYMEHTE, a TakKK€ B COOTBETCTBUM C MHBIMU HOPMATHUBHBIMU TPABOBBIMU aKTaMH,
PETYIUPYIOIIMMH OTHOIIEHUS B COOTBETCTBYIOLIEH 00JacTH.

I1. CocTaB u coaep:kaHMe OPraHU3aAlMOHHBIX U TEXHUYECKNX Mep, He00X0AUMbIX
JJIS BBIIOJIHEHUS ycTaHOBJIeHHBIX [IpaBuTenibcTrBoM Poccuiickoin @enepanuu
TPpeOOBAHUN K 3allMTE MEPCOHAJbHBIX JAHHBIX JJI 4 YPOBHA 3alIMIIIEHHOCTH

5. B cootBercTBHM ¢ TyHKTOM 13 TpeboBaHMii K 3aIUTe MEPCOHATBHBIX JTaHHBIX
npu ux o0paboTke B WHPOPMAIMOHHBIX CHCTEMaX TMEPCOHAIBHBIX JaHHBIX,
YTBEPKJICHHBIX TTocTaHoBieHneM [IpaBurenscTBa Poccuiickoit @eneparuu oT 1 HOSOps
2012 1. N 1119* (mamee - TpeOoBaHws K 3aIlUTe TEPCOHATBHBIX JAHHBIX), IS
obecrieueHns 4 ypoBHS 3aIIUIIICHHOCTH TEPCOHANBHBIX JAHHBIX TMPHU UX 00pabOTKe B
MH()OPMAIIMOHHBIX CUCTEMAX HEOOXOJUMO BBIMOJIHEHUE CIETYIOUIUX TPEOOBAHMIA:

a) opraHuzaius pexkuma obOecriedeHusi 0e30MaCHOCTH MOMEIICHUN, B KOTOPBIX
pasmernieHa  uMH(OpPMAlMOHHAsT  CUCTEMa,  MPEMATCTBYIOIIETO  BO3MOXHOCTH
HEKOHTPOJIMPYEMOT'0 NMPOHUKHOBEHUSI WJIM MPEOBIBAHUS B ITHX IMOMEIICHUAX JIUII, HE
MMEIOIIHX TIpaBa JOCTYyIa B 3TH TOMCIICHUS;

0) obecrieueHne COXPAaHHOCTH HOCUTEIEH TIEPCOHATTBHBIX JTAHHBIX;

B) YTBEPXKICHHE PYKOBOJUTEJIIEM OTepaTropa JOKYMEHTa, OIPEACIISIONIETO
MEepPEYCHb JIUIl, JOCTYNl KOTOPBIX K TIEPCOHATIBHBIM JIaHHBIM, 00pabaThIBAEMBIM B
UH(D)OPMAITMOHHON CHUCTEME, HEOOXOMUM JJIs BHITIOTHEHUS UMH CITYXEOHBIX (TPYIOBBIX)
00513aHHOCTEM;

I') WCHOJB30BaHUE CPEICTB 3alUThl WHGOPMAIMH, MPOUISANIAX MPOLEIYPY
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OLICHKH COOTBETCTBHUSI TpeOOBaHUSIM 3aKoHoAaTenbcTBa Poccuiickoit denepanuu B
oOnactu obecrieyeHus: 6€30MacHOCTH HH(pOpMaILUY, B CIy4yae, KOTJa MPUMEHEHUE TaKuX
CPEZICTB HEOOXOAUMO ISl HEUTpAIU3AIMU AKTyaJIbHBIX YIPO3.

6. Jlna BolmonHEHUsT TpeOOBaHUS, YKa3aHHOTO B MOANMYHKTe "a" myHKTa 5
HACTOSIIIIETO JIOKYMEHTa, HEoOX0oJuMO oOecleueHrue pexuma, MPensTCTBYIONIETO
BO3MOXXHOCTH HEKOHTPOJIUPYEMOI'0 MPOHUKHOBEHMS WM MPEObIBAHMS B MOMEIIECHUSX,
rae pasmeniensl ucnosbdyemble CK3U, xpanarcs CK3U u (unu) HOCUTENN KITIOUEBOM,
ayreHTuuupytomei u naponbHoi uHbopmanmu CK3U (nanee - Ilomemenus), nuil,
HE UMEIOIIUX MpaBa focTyma B [loMeleHus, KOTOpoe J0CTUTACTCs ITyTEM:

a) ocHamieHus I[lomemieHuil BXOJHBIMH JBEPbMH C 3aMKaMH, OOECHECYEHUS
MIOCTOSIHHOTO 3aKkpbITUsa ABeped llomemieHnii Ha 3aMOK M UX OTKPBITHS TOJBKO IS
CaHKLIMOHMPOBAHHOIO MPOXO0Ja, a TaKke onedarbiBaHusa llomemeHnii mo OKOHYAHHUU
pabouero nHs wiu obopynoBanHue llomernieHul COOTBETCTBYIOIIMMHU TEXHUYECKUMU
YCTPONCTBAMH, CUTHATU3UPYIOIIMMHU O HECAHKIIMOHUPOBAHHOM BCKpbITUH [lomeliennii;

0) yTBepkaeHus npaBui aoctyna B [lomelenus B padbodee u Hepabodee Bpems, a
Tak)Ke B HEIITATHBIX CUTYAIHIX;

B) YTBEPKJICHUS MIEPEUHS JIULI, UMEIOIIUX NpaBo gocTymna B [lomemenus.

7. Jns BbloNHEHHs] TpeOOBaHUSA, YKa3aHHOTO B MOJMyHKTe "O" myHKTa 5
HACTOSAILET0 JTOKyMEHTa, HEOOXO0IUMO:

a) OCYULIECTBJIATh XPAaHEHHE CHEMHBIX MAIIMHHBIX HOCHUTEJIEH IEPCOHAIBHBIX
JTaHHBIX B ceriax (MeTammnueckux mkadax), 000py0BaHHBIX BHYTPEHHUMH 3aMKaMU C
AByMsI uiu Oojee ayOauMKaTaMu KIIIOYEH M MPUCHOCOOJEHUSMU JJI OIeYaThIBaHMS
3aMOYHBIX CKBAXXMH WUJIM KOJOBBIMM 3aMKaMU. B ciydae eciu Ha Cb€MHOM MalllMHHOM
HOCHUTEJIE MEPCOHANBHBIX JAHHBIX XPAaHATCA TOJBKO IEPCOHANBHBIE JaHHBIE B
3am@poBaHHoM ¢ wucnodb3oBanueM CK3U Buze, nomyckaeTcss XpaHEHHE TaKHX
HOCHUTEJNEH BHE cePoB (METAIUIMUECKUX IKA(POB);

0) OCYHIECTBIATH MOAK3EMIUISIPHBIA YUET MAIIMHHBIX HOCHUTENEH MEepCOHATbHBIX
JAHHBIX, KOTOPBIM JIOCTUTaeTcss IyTeM BEIEHUs IKypHajga ydeTa HOCUTENeH
MEPCOHANIBHBIX JAHHBIX C UCIIOJIb30BAHUEM PETUCTPALMOHHBIX (3aBOJCKHX) HOMEPOB.

8. Ilns BbIMoONMHEHUs TpeOoBaHUS, yKa3aHHOTO B MOJANYyHKTE "B" MyHKTa 5
HACTOSAILET0 JTOKyMEHTa, HE0OOXO0IUMO:

a) pa3paboTaTh U YTBEPAUTH JIOKYMEHT, ONpPENECISIONINM NepedeHb JHLl, TOCTYI
KOTOPBIX K TEPCOHAIBHBIM JIaHHBIM, 00padaThiBaeéMbIM B WH(OPMAIITMOHHOW CHUCTEME,
HEO0OXOMM JIJIsl BEITIOJIHEHUS UMH CITY>KEOHBIX (TPYIOBBIX) 00S3aHHOCTEH;

0) moaaep>KUBaTh B aKTyaJIbHOM COCTOSTHUM JIOKYMEHT, ONPEEIIAIOINN epeUeHb
JMIL, JOCTyH KOTOPbIX K TIEpCOHaJbHbIM  JaHHBIM, O0OpaldaThiBa€MbIM B
MH(}OPMAIIMOHHOW cUCTeME, HEOOXOAUM JIsl BBITIOJHEHUS UMH CIYXEOHBIX (TPYIOBBIX)
00s13aHHOCTEH.

9. Jlns BbIMONHEHUS TpeOOBaHMS, YKA3aHHOTO B MOANYHKTE 'r" myHKTa 5
HACTOSIIET0 JOKYMEHTa, HEOOXOIMMO [UIsl KaXJIOTO W3 YpOBHEH 3allUIIEHHOCTH
NepCOHANBHBIX NaHHbIX nMpuMeHeHue CK3M cooTBETCTBYIOIIETO KJIacca, MO3BOJISIOMINX
oOecrieunBath ~ 0€30MAaCHOCTb  MEPCOHAIBHBIX  JAHHBIX  OpU  pean3aluu
I[eJICHATIPABJICHHBIX JICHCTBUN C MCIOJIb30BAHUEM aIMapaTHbIX U (WJIH) TPOrPaMMHBIX



CpeIcTB C T1enbl0 HapymieHus Oe3zomacHocTH 3ammmaeMbix CK3U mepcoHanmbHBIX
JAHHBIX WJIK CO3JaHUs YCIOBUH IS 3TOTO (J1aliee - aTaka), KOTOpOe JOCTUTACTCS yTEM:

a) TMOJYy4YEHHS HCXOAHBIX JAHHBIX 1 (OPMHUPOBAHHUS  COBOKYITHOCTH
MPEANOJIOKEHUA O BO3MOYKHOCTSIX, KOTOPBIE MOTYT HCIIOJIB30BaThCA NPHU CO3JAHUU
CIOCO0OB, MOJTOTOBKE U MPOBEACHUH aTaK;

0) dopMHUpOBaHUSA U YTBEPXKIEHUS PYKOBOAMUTENIEM OIEpaTOpa COBOKYITHOCTH
OPEANOJIOKEHNA O BO3MOMXHOCTSAX, KOTOPBIE MOTYT HCIIOJb30BaTbCS MPU CO3JaHUU
CIoco0OB, MOATOTOBKE U MPOBEJICHUHU aTaK, U ONpPEJIeJICHUE Ha 3TON OCHOBE U C YYETOM
THUIIa aKTyaJdbHBIX yrpo3 Tpedyemoro kiacca CK3U;

B) MHCIOJB30BaHUS JUIsi oOecredeHus TpeOyeMoro YpOBHS 3alllMIIEHHOCTH
MEePCOHANBHBIX JAHHBIX MpH uX 00paboTke B nHdopmammonHoii cucteme CK3U kmacca
KC1 u Bble.

10. CK3H xmacca KC1 npumeHsroTcs I HEUTpaIU3alMHU aTaK, IPU CO3TaHUHU
Croco00B, MOJArOTOBKE U MPOBEACHUHN KOTOPBIX MCHOJB3YIOTCS BO3MOXKHOCTH W3 YUCIA
CJIEIYIOLIHUX:

a) co3laHue Ccrnoco0OB, MOATOTOBKAa W MPOBEICHUE aTak 0e3 MPUBICUYCHHS
CIEUAIIUCTOB B o0Jsiactu pa3padotku u ananuza CK3U;

0) co3gaHue crnocoOOB, MOATOTOBKA W IMPOBEJCHUE aTaK Ha Pa3jMUYHBIX ATarax
skusHenHoro nukia CK3U**;

B) IpOBEJIEHUE aTaKh, HAaXOAsIChb BHE IPOCTPAHCTBA, B IMpelenax KOTOPOIo
OCYIIECTBJISIETCS KOHTPOJIb 32 MPEObIBAHUEM U JIEUCTBUSAMU JIUI] U (MJIM) TPAHCIIOPTHBIX
CPEICTB (Janee - KOHTpoJupyemas 30Ha)***;

I') IPOBEJCHUE Ha dTarax pa3paboTku (MOJAECPHU3AINH), IPOU3BOCTBA, XPAHEHUS,
tpancnioptupoBkn CK3U u stane BBoga B skciuryatanuio CK3U (myckoHamamouHble
paboThI) CACAYIONIUX aTakK:

BHECEHUE HECAHKIMOHUPOBaHHBIX M3MeHeHn B CK3U u (uim) B KOMIOHEHTHI
anmapaTHbIX M NPOTPAMMHBIX  CPEACTB, COBMECTHO C KOTOPBIMH  ILITATHO
¢ynkunonupyror CK3MM  w B COBOKYNHOCTM  MPEACTABISIOIIME  Cpeay
¢ynkunonupoBanuss CK3U (manee - C®), KoTOphle CHOCOOHBI TIOBIUSATH Ha
BbITIoNIHEHNE TipeabsBiasieMbix K CK3U TpeboBanwmii, B TOM 4YHClie C MUCIOJb30BAaHUEM
BPEIOHOCHBIX MPOTPAMM;

BHECEHUE HECAHKIMOHHWPOBAHHBIX M3MeHeHUWW B nokymeHTauuio Ha CK3U u
KOMIOHEHTEI CD;

1) IpoBeieHUE aTak Ha 3Tane 3Kkciutyataunn CK3U na:

NIEPCOHAIbHBIE TaHHBIE;

KJIIOYEBYI0, ayTEHTU(PULIHUPYIOLLYIO U MapoJibHyto nHpopmaruo CK3U;

nporpamMubie KoMInoHeHTbl CK3U;

anmnapaTtHbeie komnoneHTsl CK3U;

nporpaMmHbie KoMrnoHeHThl COD, BKItouas nporpammuoe ooecneuenue BIOS;

anmnapaTHble KOMIOHEHThI CD;

JaHHBIE, TIepeaBaeMble M0 KaHallaM CBSI3U;

UHbIE OOBEKTHI, KOTOPHIE YCTAHOBIJIEHBI NpPU (OPMHUPOBAHUU COBOKYITHOCTH
IIPEANOJIOKEHUA O BO3MOYKHOCTSIX, KOTOPBIE MOTYT HCIIOJIB30BaThCA NPHU CO3JAHUU



CIIOCOOOB, TOATOTOBKE W TMPOBEJASCHWU aTaKk C yd4eTOM TMPUMEHSIEMBIX B
WH()OPMAITMOHHOW CcUCTeME HWH(GOPMAIMOHHBIX TEXHOJOTHUN, amnmapaTHBIX CPEACTB
(mamee - AC) u mporpammHOTO o6ecnieuenus (nanee - [10);

€) MOJy4eHUE M3 HaXOMISIIMXCS B CBOOOJHOM JOCTYIE€ HMCTOYHUKOB (BKIIHOYAs
UH(OPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIE CETH, JIOCTYNl K KOTOPHIM HE OrpaHUYeH
OTNpeeICHHBIM KPYTrOM JIMII, B TOM 4Kclie MHHOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHYIO
cetb "UHrepHer") wuHdopMammum o0 HHPOpPMAIMOHHON CHCTeME, B KOTOpPOHU
ucnoisbzyercss CK3U. [1pu 3ToM MOkKeT ObITh MOJydeHa claeAyrolas HHPOpMalus:

oO1ue cBeneHust 00 UHPOPMALIMOHHOM cucTeMe, B KoTopoil ucnonn3yercs CK31U
(Ha3HayeHue, COCTaB, OMNEPaTOp, OOBEKTHl, B KOTOPHIX pa3MEMICHbl PECypChl
uH(GOPMALIMOHHON CHUCTEMBI);

cBeneHrs 00 WH(POPMAIMOHHBIX TEXHONOTHAX, Oaszax manHbix, AC, IO,
UCIONB3yeMbIX B MH(opManmonHoit cucteme coBMectHo ¢ CK3U, 3a uckirodeHuem
CBEJICHUI, cCOAEpXKallMXCsl TOJIBKO B  KOHCTPYKTOPCKOM  JOKYMEHTallMM  Ha
nHpopMaliMoHHble TexHojoruu, ©Oa3pl ganHbeX, AC, IIO, wucnonb3dyembie B
nH@opmarmonHoit cucteme copmectHo ¢ CK3U;

COJIepKaHNE KOHCTPYKTOPCKOM JoKyMeHTanuu Ha CK3U;

coJiepKaHUe HAXOJIALIEHCs B CBOOOTHOM JIOCTYIIE IOKYMEHTAIlMK Ha anmnapaTHbIe
u niporpamMMHbie KoMmoHeHTbl CK3U u CO;

oOiue cBeACHUS O 3aluinaeMod HHGOpPMAIMK, HCIOJIb3yeMOW B MpOIEcce
skcruryaranuun CK3U;

CBEJICHUS O KaHajax CBS3U, MO KOTOpbIM mnepenarorca 3amumiaemsie CK3U
MEPCOHAJILHBIE JIAHHBIE (J1aJiee - KaHaJ CBSI3H);

BCE BO3MOXXHBIC JaHHBIE, ITepelaBacMble B OTKPLITOM BHJI€ TIO KaHajaM CBSI3H, HE
3alUIIEHHBIM OT HECAHKIIMOHUPOBAHHOIO JI0CTYIA K MH(POpMAIIMU OpraHU3allMOHHBIMU
Y TEXHUYECKUMHU MEpPaMHU;

CBelICHUS 000 BCEX MPOSBISIIOIIMXCA B KaHajdaX CBSI3U, HE 3alUIIEHHBIX OT
HECAHKIIMOHUPOBAHHOTO JOCTYyNa K HH(POPMAIIMU OPTaHU3AIMOHHBIMU U TEXHUYECKUMHU
Mepamu, HapymeHusx mpasui dkcrryaranuu CK3U u CO;

CBeJieHUsI 000 BCEX MPOSBIAIONIMXCA B KaHajaxX CBSA3M, HE 3alIUIICHHBIX OT
HECaHKIITMOHUPOBAHHOTO JOCTYIA K MH()OpMAIIMK OpraHU3aI[MOHHBIMUA M TEXHUYECKUMHU
MepaMu, HEUCIIPABHOCTSIX U cOosix anmnapaTHbix kommoHeHToB CK3U u Cd;

CBEJICHUS, TIOJIy4aeMble B pe3yJbTaTe aHaIN3a JIOOBIX CUTHAJIOB OT anmapaTHBIX
komnoHeHToB CK3U u CO;

) IPUMEHEHHUE:

HAXOJSAIIUXCS B CBOOOJHOM JOCTYNE WM MCIHOJB3YyeMbIX 3a TpeaeramMu
koHTpoaupyemoit 30Hb1 AC u T10, BKITIOUast anmapaTHbie U MPOrpaMMHbBIE KOMITOHEHTHI
CK3U u Co;

cnenuaibHo pazpadoranubix AC u I[10;

3) WCIOJIb30BaHME Ha JTale SKCIUTyaTalldd B KayecTBE Cpeabl IMEepeHoca OT
cyOBekTa K 00beKTy (0T 00BbEeKTa K CyOBbEKTY) aTaku ACHCTBUM, OCYHIECTBISEMBIX MPU
MOATOTOBKE U (MJIM) MPOBEICHUU aTaKU:

KaHaJIOB CBS3M, HE 3alIUMIIEHHBIX OT HECAHKIMOHUPOBAHHOIO JOCTyNa K



nH(pOpMAIUU OpraHN3aUOHHBIMU M TEXHUYECKUMH MEPaAMU;

KaHaJIOB PacCHpOCTPAHEHHUSI CUTHAJIOB, COMPOBOXKIAIOIIUX (PYHKIIMOHUPOBAHUE
CK3U u CD;

M) TPOBEACHHWE Ha JdTame »JKCIUTyaTallid aTaku W3 WH(POPMaIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETEW, AOCTYNl K KOTOPHIM HE OrPAHUYEH OIpPEACICHHBIM
KPyroM JIMIl, €ClIM HH(OpPMAIMOHHBIE CUCTEMBbI, B KOTOPbIX wucnois3ytorcs CK3U,
UMEIOT BBIXO/I B 3TH CETH;

K) HCIOJb30BaHME HaA JTafe OJKCIUTyaTallid HaXOASIIUXCA 3a MpeleaaMu
koHTpoaupyeMor 30Hb AC u IO u3 cocraBa cpeAcTB MH(POPMAIMOHHON CHUCTEMBI,
npuMeHsieMbIX Ha MecTax skcrutyatanuu CK3U (nanee - mraTHble CpecTBa).

11. CK3H knacca KC2 npumeHstOTCS 711 HEMTpaau3aluyd aTak, IpH CO3JaHUU
CI0CO0O0B, MOJArOTOBKE U MPOBEACHUN KOTOPBIX UCHOJIB3YIOTCS BO3MOXKHOCTH M3 YHCIIA
MEPEYHCIICHHBIX B MyHKTE 10 HACTOSIIEro TOKYMEHTa U HE MEHEE OJTHOM U3 CIEAYIOIINX
JOTIOJTHUTEIBHBIX BO3MOKHOCTEM:

a) MPOBEJCHUE aTaKW MIPU HAXOXKICHUH B Mpeenax KOHTPOJIUPYEMOM 30HBI;

0) npoBeneHue atak Ha 3tamne >kciutyatanuu CK3U Ha cienyroniye oObeKThI:

noxkymeHnTanuo Ha CK3U u komnonentsr CO;

IToMetienusi, B KOTOPBIX HAXOJUTCSI COBOKYITHOCTD IMMPOTPAMMHBIX U TEXHUYECKHUX
AJIEMEHTOB CHUCTEM 00paOOTKU JaHHbBIX, CIOCOOHBIX (PYHKIIMOHUPOBATH CAMOCTOSITENIBHO
WM B cocTaBe pyrux cuctem (nanee - CBT), Ha koTopeix peaiuzoBanbl CK3U u CO;

B) MOJYYEHUE B paMKax MPEJIOCTaBICHHBIX MOJTHOMOYHUH, a TaKXe B pe3ysbTaTe
HaO0JII0/IEHUH creayroleil HHPOpMaIiK:

CBEICHUM O (PU3MYECKUX Mepax 3alluThl OOBEKTOB, B KOTOPHIX pa3MELICHbI
pecypcbl THPOPMALIMOHHON CUCTEMBI;

CBEIEHUH O Mepax MO OOECHEYEHHI0 KOHTPOJUPYEMOW 30HBI OOBEKTOB, B
KOTOPBIX pa3MeIIeHbl PeCypChl HHPOPMALIMOHHON CHCTEMBI;

CBEJIEHMH O Mepax MO pasrpaHuueHUIo noctyna B llomemieHus, B KOTOPBIX
HaxoxasaTcsa CBT, Ha kotopeix peanuszoBanbl CK3U u CO;

I') HCIOJB30BAHKE IITATHBIX CPEACTB, OTPAHUYEHHOE MEPaMU, PEATM30BaHHBIMU B
uH(pOpMaIMOHHON cucteMe, B kotopoi ucnonbsyercs CK3U, u HampaBieHHbIMH Ha
IIPEAOTBPALIEHUE U MIPECEUEHNE HECAHKIIMOHUPOBAHHBIX JEHCTBUI.

12. CK3H xnacca KC3 npuMeHstoTCs s HEUTpaIu3allu aTak, OpH CO3JIaHUU
CHOCO00B, MOJArOTOBKE M MPOBEIEHUU KOTOPBIX MCIIOJB3YIOTCS BO3MOXKHOCTH M3 Yncia
nepeunciieHHbix B myHkTax 10 m 11 Hacrosiero JOKyMeHTa M HE MEHEe OJHOU W3
CJIEIYIOIIUX JIONIOJIHUTEIBHBIX BO3MOKHOCTEN:

a) pusnueckwnii noctyn k CBT, na kotopeix peanuzoBanbl CK3U u CO;

0) BO3MOXKHOCTH pacmoJjiarath amnmapatHbiMu KoMrnoHeHTamu CK3U u CO,
OrpaHUYEeHHAas MepamH, PEaM30BaHHBIMU B WH(OPMAIMOHHOW CHUCTEME, B KOTOPOM
ucnosb3dyercss CK3M, u HampaBieHHBIMM Ha NPEAOTBPAILICHUE U MPECCUCHUE
HECAaHKIIMOHUPOBAHHBIX IEHCTBUM.

13. CK3H1 xmacca KB mpuMeHSIOTCS Uil HEWTpadu3aluu aTak, Mpu CO3IaHUHU
CIoco00B, MOJATOTOBKE U MPOBEACHUHN KOTOPBIX MCHOJIb3YIOTCS BO3MOKHOCTH W3 YUCIa
nepevucieHHbix B myHkTax 10 - 12 nHacrosimiero JOKyMEHTa U HE MEHEe OJHOM Wu3



CJIEIYIOLIUX JIONOJIHUTEIbHBIX BO3MOKHOCTEM:

a) co3laHue CrocoOOB, MOATOTOBKA M TPOBEACHHWE aTak C MPUBJICUCHUEM
CHEIHAIMCTOB B 00JACTH aHallM3a CUTHAJIOB, COMPOBOXKAAIOIMNX (HYHKIIMOHHUPOBAHHUE
CKBU u C®d, u B o0nacTd UCHOJIB30BAaHUS JUIA  peald3allMd  aTak
HETOKYMEHTHPOBaHHBIX (HEAEKIapUPOBAHHBIX) BO3MOXKHOCTEN npukiaaHoro 110;

0) mnposeneHue nabopatopHbix wucciaenoBanuii CK3U, wncnonb3yeMbix BHE
KOHTPOJINPYEMOI 30HBI, OTPaHUYEHHOE MEpaMH, PEAIM30BaHHBIMUA B HH(OPMALIMOHHON
cucreme, B Kotopoil ucnonszyercss CK3M, n HampaBieHHBIMM Ha NPEAOTBPALICHUE U
[IPECEUYCHNE HECAHKIIMOHUPOBAHHBIX JECHCTBUN;

B) IpOBeJEHUE DPAOOT IO CO3JIaHUIO CIIOCOOOB U CPEACTB aTak B HAYYHO-
HCCIIEIOBATENbCKUX LIEHTPaxX, CIIeHUaTN3UPYIONINXCA B 00JIacTH pa3paboTKU U aHAIM3a
CK3U u CD, B TOM YHCIIE C HCIOJL30BaHUEM HCXOJHBIX TEKCTOB BXoxsamiero B CD
npukiagHoro I10, HenmocpeACTBEHHO UCIOJB3YIOIIETO BBI30BBI MPOTPAMMHBIX (PYHKIUN
CK3M1.

14. CK3H1 xmacca KA npuMeHSIOTCS Uil HEWTpaIu3aluu aTak, [Py CO3JIaHUHU
Coco00B, MOJArOTOBKE U MPOBEACHUHN KOTOPBIX MCHOJIB3YIOTCS BO3MOKHOCTH W3 YUCIA
nepevuciennple B myHKkTax 10 - 13 HacTosimero JAOKyMEHTa W HE MEHEe OJHON U3
CJIEIYIOIIMX JIOIIOJIHUTEIIBHBIX BO3MOKHOCTEN:

a) co3laHue CHocoOOB, MOJArOTOBKA M IPOBEICHHE aTak C IPUBJICUCHUEM
CHELHAIMCTOB B 00JIaCTH UCIOJIB30BaHUS JUIsl pean3alii aTak HeJOKyMEHTUPOBAHHbIX
(HemexIapupoBaHHBIX) BO3MOXKHOCTEH cructemHoro [10;

0) BO3MOXHOCTb pacrnojaraTb CBEJCHUSIMH, COJAEPKAIMMHUCS B KOHCTPYKTOPCKOM
JOKYMEHTAIMHU Ha alllapaTHbIE U POrPaMMHBIE KOMITIOHEHTHI CD;

B) BOBMOYKHOCTb pacrionaratb BceMu annapatibiMu komnoneHtamu CK3U u CO.

15. B nmpomecce ¢GoOpMUPOBaHUS  COBOKYIMHOCTH  MPEANOJOXKEHUH O
BO3MOKHOCTSIX, KOTOPbIE MOTYT MCIOJIb30BaThCSl IPU CO3/IaHUU CIIOCOOOB, MOJATOTOBKE
M TPOBEICHUM aTaK, JIONOJIHUTEIbHbIE BO3MOXXHOCTH, HE BXOJAIIME B YHUCIO
MepevnciieHHbIX B MyHKTax 10 - 14 Hacrosmero AOKYMEHTa, HE BIMSIOT Ha MOPSAIOK
onpenenenus Tpedyemoro kinacca CK3U.

II1. CocTaB u cogepxaHue OPraHU3AMUOHHBIX U TEXHUYECKUX MepP, He00X0AUMBbIX
JJISl BBIOJIHEHUS! ycTaHOBJIeHHBIX [IpaBuTesibcTrBom Poccuiickoin @enepanun
TPeOOBAHUH K 3aIMTE MEPCOHAJIbHBIX JAHHBIX JIS 3 YPOBHS 3aIMIIIEHHOCTH

16. B cooTBercTBUU ¢ myHKTOM 14 TpeboBaHuil k 3alIUTe MEPCOHATBHBIX JAHHBIX
Ut oOecTiedeHrs 3 ypOBHS 3alUIIICHHOCTH TIEPCOHATBHBIX JAaHHBIX MPU UX 00paboTKe
B MH(OPMAIIMOHHBIX CUCTEMAaxX MOMUMO BBIMOJHEHUSI TPeOOBaHUM, MPEAYCMOTPEHHBIX
MYHKTOM 5 HAcTOSIIEro JIOKYMEHTa, HEOOXOJMMO BBIIIOJIHEHHE TpeOOBaHUS O
Ha3HAYEHUU JIOJDKHOCTHOTO Jinia (paOOTHHKA), OTBETCTBEHHOTO 3a OO0ECIeUeHHE
0€30MacHOCTH MEPCOHANIBHBIX JAHHBIX B MHPOPMALIMOHHOW CHCTEME.

17. [ns BbIOJHEHHUsS TpeOOBaHMSA, YKA3aHHOTO B IMyHKTe 16 HacTosuiero
JOKYMEHTa, HEOO0XOJMMO Ha3HayeHue OO0JIaJalolIero JOCTATOYHBIMU HaBbIKAMU



JTOJDKHOCTHOTO Jwia (paboTHHMKA) omeparopa OTBETCTBEHHBIM 3a OOeCIeueHue
0€30MacHOCTH MEPCOHABHBIX TAHHBIX B HHPOPMAIIMOHHOW CHCTEME.

18. [nst BbIMOJIHEHWs] TpeOOBaHHS, yKa3aHHOTO B MOAMYHKTE "T" MyHKTa 5
HACTOAIIETO JOKYMEHTa, HEOOXOJAMMO BMECTO MEpPHBI, MPEIYCMOTPEHHON MOJIMYHKTOM
"B" myHkTa 9 HacTOSAIIEro JIOKYMEHTa, MCIIOJIh30BaTh IS oOecredeHus: TpedyemMoro
YPOBHS 3aITUIIICHHOCTH MMEPCOHAJIBHBIX JAHHBIX MIPU UX 00paboTKe B MH(POPMAIIMOHHOM
CHCTEME:

CK3U knacca KB wu BbIIIE B ciiyyasx, Korjaa ajisg MHOOPMAIIMOHHOW CUCTEMBI
aKTyaJIbHbI yTPO3bI 2 TUIIA;

CK3U xnacca KC1 u Bpllie B ciaydasx, Korja s UHGOPMAIMOHHON CHUCTEMBbI
aKTyaJlbHbl YTPO3bl 3 THUIIA.

IV. CocTaB u coaep:xkaHue OPraHN3alMOHHBIX M TEXHUYECKUX MepP, He00X0AMMBbIX
JJIS BBINOJIHEHHS ycTaHOBJIeHHBIX [IpaBuTenscrBom Poccuiickoin ®@enepanuu
TpeOOBAHMH K 3aLIIUTE NMEPCOHAIbHBIX JaHHBIX JJIf1 2 YPOBHA 3AIIUIICHHOCTH

19. B cooTBercTBUHU ¢ MyHKTOM 15 TpeboBaHuil K 3alIMTE MEPCOHANBHBIX JAHHBIX
i o0ecnieyeHns 2 ypOBHS 3aIMIEHHOCTH MEPCOHANBHBIX TaHHBIX MPU UX 00paboTKe
B MH(OPMAIMOHHBIX CHCTEMax MOMHMMO BBIIIOJIHEHUSI TPEOOBAaHUM, MPETyCMOTPEHHBIX
nyHKTamMu 5 ¥ 16 HacTosero JOKyMeHTa, He0OXOJMMO BBINOJHEHHE TPeOOBaHUS O
TOM, YTOOBI IOCTYII K COJAEPKAHUIO FIEKTPOHHOIO KypHaja cOOOIEHUI ObLT BO3MOKEH
UCKJIIOYUTENBHO s JOJDKHOCTHBIX  JHIl  (paOOTHUKOB)  omepaTropa WM
YIIOJTHOMOYEHHOTO JIMIA, KOTOPBIM CBEIEHHUS, COACPKALIMECS B YKAa3aHHOM JKypHAle,
HEO0OXOJAMMBI ISl BBITOJIHEHUS CITYKEOHBIX (TPYAOBBIX) 00S3aHHOCTEH.

20. [Jns BbloNHEHWs TpeOOBaHMsS, YKa3aHHOIO B MyHKTe 19 HacTodiero
JIOKYMEHTa, HEOOX0IUMO:

a) yTBEp)KJCHHE pPYKOBOJMUTENIEM OINEpaTopa CIUCKa JIML, IONYIIEHHBIX K
COJIEP KAHUIO JIEKTPOHHOTO JKypHaJla COOOIIECHUI, ¥ MOAAEePKAHUE YKA3aHHOTO CIIMCKa
B aKTYaJIbHOM COCTOSIHUU;

0) oOecrieuenne  WHGOPMAIMOHHONW  CHCTEMBI  aBTOMATHU3MPOBAHHBIMHU
CPEICTBAaMH, PETUCTPUPYIOLIUMH 3alPOChl MOJIb30BaTeIeld HHOOPMALIMOHHONW CHCTEMBI
Ha IOJIy4YEHHUE MEePCOHANBHBIX JIaHHBIX, a TaKXke (DaKThl IPEIOCTABIICHUS MTEPCOHATBHBIX
JaHHBIX 110 3TUM 3alPOCaM B AJIEKTPOHHOM KypHaJie COOOIIEHUH;

B) oOecrieyeHrMe  MHPOPMAIMOHHONM  CHUCTEMBbl  aBTOMAaTU3MPOBAHHBIMU
CpPEICTBAMM, MCKIIOYAOIIUMHU JOCTYIl K COJEPKAHHMIO BJIEKTPOHHOIO KypHasia
COOOILIEHUH JIUI], HE YKAa3aHHBIX B YTBEPKICHHOM PYKOBOJHUTEJIEM OIlepaTopa CIIHCKE
JIU1, TOMYIIEHHBIX K COJIEPKAHUIO AIEKTPOHHOI'O KYypHaja COOOIIECHHI;

r) o0ecleueHre MEePUOUYECKOr0 KOHTPOJISI pabOTOCTIOCOOHOCTH YKa3aHHBIX B
noAmyHkTax "0" u "B" HACTOAILIEro MyHKTa aBTOMAaTHU3WPOBAHHBIX CPeACTB (He pexe 1
pasa B oJiroza).

21. Jlna BbIMOJSHEHUA TpeOOBaHUs, YKAa3aHHOTO B MOAMYHKTe "r'" MyHKTa 5

nn

HACTOSIIEr0 JOKYMEHTa, HE00X0IMMO BMECTO MEp, MPEAYCMOTPEHHBIX MOAMYHKTOM "B



nyHkTa 9 u myHKTOM 18 HacTOAmero JOKYMEHTa, WCIIOJIB30BaTh I OOeCIeueHus
TpeOyeMoro ypoOBHS 3allWIICHHOCTH TEPCOHATBHBIX IaHHBIX TPH HX 00paboTKe B
WH(OPMALIMOHHON CUCTEME:

CK3MU knacca KA B cinyyasx, korna ais HHGOPMAITMOHHON CUCTEMBI aKTyaJlbHbI
yrpo3sl 1 Thna;

CK3U knacca KB wu BbIllle B ciayyasx, Korjaa s MHOOPMAIIMOHHOW CHUCTEMBI
aKTyaJIbHbI yTPO3bI 2 TUIIA;

CK3U xnacca KC1 u Bplllle B ciayyasx, Korja s UHGOPMAIMOHHON CHUCTEMBbI
aKTyaJIbHBI YTPO3bI 3 THUIIA.

V. CocTaB u cofepkaHue OPraHU3AMUOHHBIX M TEXHUYECKHUX MepP, He00X0TUMBbIX
IJISl BBINOJIHEHUS yCcTaHOBJIeHHbIX [IpaBurenncTrBoM Poccuiickoit @exepaunu
TPpeOOBAHUN K 3aIlIMTE MEPCOHAJBHBIX JAHHBIX JJI 1 YPOBHSA 3alIMIIEHHOCTH

22. B cooTBeTcTBHM ¢ MYHKTOM 16 TpeboBaHuii K 3alIUTE EPCOHATBHBIX JaHHBIX
Uit ooecrieueHus 1 ypoBHS 3alIUIIIEHHOCTH NEPCOHAIBHBIX AAaHHBIX MPU UX 00paboTKe
B MH(OPMAIIMOHHBIX CUCTEMAax IMOMHMO BBIOJIHEHUS TPEOOBaHUM, MPEAYCMOTPEHHBIX
nyHkTamu 5, 16 u 19 HacTosmero JOKyMeHTa, HEOOXOAMMO BBIIIOJHEHUE CIETYIOIINUX
TpebOBaHMil:

a) aBTOMAaTUYeCKas pErucTpanusi B 3JIEKTPOHHOM >KypHajie O0e30ImacHOCTH
VU3MEHEHUS NIOJIHOMOYNN COTPYAHUKA OIIEPATOpPa M0 AOCTYIY K IEPCOHAJIBHBIM JIaHHBIM,
coJiepKalumMcsi B UH(POPMaIIMOHHON CUCTEME;

0) co3laHue OTAEIBHOIO CTPYKTYPHOTO NOJpa3AeiieHUsl, OTBETCTBEHHOIO 3a
oOecrieueHne 0e30MacCHOCTH MEPCOHAIBHBIX TAaHHBIX B MH(OPMALIMOHHON CUCTEME, JTHO0
BO3JIOKEHHE €ro (PyHKIMN Ha OJTHO U3 CYIIECTBYIOIIMX CTPYKTYPHBIX MOAPA3/ICICHUN.

23. Jlns BBIIOJNIHEHUS TpeOOBaHMS, yKa3aHHOTO B TMOAMYyHKTe "a" myHKTa 22
HACTOSIIEr0 TOKYMEHTa, HE0OXO0AUMO:

a) oOecrnieueHue  HHQPOPMAIIMOHHOM  CHUCTEMbl  aBTOMATU3HPOBAHHBIMU
CpelCTBaMHM, MO3BOJIIOIIMMHI aBTOMAaTHUYECKH PETUCTPUPOBATDH B AJIEKTPOHHOM KypHaJie
0€30MacHOCTH HW3MEHEHHUs TOJHOMOYMM COTpYyJIHUKA olepaTopa IO JOCTymy K
NEPCOHANBHBIM JIaHHBIM, COJIEPKALUMCS B THPOPMAIIMOHHOM crucTeME;

0) oTpakeHHE B FIEKTPOHHOM XKypHaJle 0€30MaCHOCTH ITOJIHOMOYUI COTPYIHUKOB
orneparopa IEpPCOHAIBHBIX JAaHHBIX IO JOCTYNy K IE€PCOHAJIbHBIM JIaHHBIM,
coJepKauuMcsi B HMH(QOPMAIIMOHHOM cHUCTeMe. YKa3aHHbIE IMOJIHOMOYHUS JIOJKHBI
COOTBETCTBOBATH JOJKHOCTHBIM 00SI3aHHOCTSIM COTPYIHUKOB OIlepaTopa;

B) Ha3HAYEHHE ONEPATOPOM JIMLA, OTBETCTBEHHOTO 3a MEPUOJAHYECKUII KOHTPOJIb
BEJICHUS DJIEKTPOHHOIO ypHaja O€30MaCHOCTH M COOTBETCTBUSI OTPAXEHHBIX B HEM
MOJIHOMOYMM COTPYAHUKOB ONEpaTopa UX TOJLKHOCTHBIM OOSI3aHHOCTSIM (HE pexe |
pasa B MecsIl).

24. Jlng BbINOJHEHUS] TPeOOBaHMS, YKAa3aHHOTO B NOANMyHKTe "O" myHkTa 22
HACTOSIIET0 TOKYMEHTa, HE0OXO0AUMO:

a) MPOBECTU aHAIM3 IEJECO00Pa3HOCTU CO3JaHUsl OTAEIBbHOTO CTPYKTYPHOTO
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noJipa3fiesieHusi, OTBETCTBEHHOTO 3a oOecreyeHne Oe30MacHOCTH TEPCOHATIbHBIX
JAHHBIX B MH()DOPMALIMOHHON CUCTEME;

0) co3maTh OTHENBbHOE CTPYKTypHOE TOJpa3jelieHue, OTBETCTBEHHOE 3a
oOecrnieueHre 6e30MacHOCTH MEPCOHATIBHBIX TaHHBIX B MH(OPMAIIMOHHON CUCTEME, 00
BO3JIOKUTH €T0 (PYHKIIMU HA OJIHO U3 CYIIECTBYIOIIUX CTPYKTYPHBIX MOIpa3/IeJICHUM.

25. Jlns BBIMOJHEHHS TpeOOBaHMS, YKa3aHHOTO B TOAMYHKTe "a" myHKTa 5
HACTOSIIIIETO IOKYMEHTA, Jis obecrnieueHust 1 ypoBHS 3allIUIIEHHOCTH HEOOX0IUMO:

a) oOopymoBarh okHa IlomereHuii, pacroJOKEHHBIC Ha TIEPBBIX M (WJIH)
MOCJIETHUX dTa)Kax 37aHul, a Takxke okHa [lomeniennii, HaxoagIIMeCS OKOJIO MOKAPHBIX
JECTHUI M JAPYI'MX MECT, OTKyJa BO3MOXHO TMpoHMKHOBeHHWE B [lomemeHus
MIOCTOPOHHUX  JIML, METAUIMYECKUMU pEIIeTKaMd WIA CTaBHAMH, OXPaHHOH
CUTHAJIM3AIMEN WM JIPYTUMH CPEACTBAMH, MPENSATCTBYIOLIMMU HEKOHTPOJIUPYEMOMY
MIPOHUKHOBEHUIO MOCTOPOHHUX JIUI] B TIOMEIICHHUS;

0) obopynoBaTh okHa M ABepu [lomMenieHuil, B KOTOPBIX pa3MEIIEHbl CEPBEPHI
MH()OPMAIIMOHHOW CUCTEMBI, METAJUTMYECKMMHU PELIETKAMH, OXPAaHHOW CHUTHANIM3aluen
WM APYTUMH CPEACTBAMU, MPENSATCTBYIOUIMMU HEKOHTPOJIUPYEMOMY NMPOHUKHOBEHHIO
MTOCTOPOHHUX JIUI] B IOMEILIECHHUS.

26. Jlna BeIMoJiHEHUsS TpeOOBaHUS, YKAa3aHHOTO B MOAMYHKTe "' MyHKTa 5
HACTOALLIEro JOKYMEHTa, HEO0XOAMMO BMECTO MEP, MPEAYCMOTPEHHBIX MOAIYHKTOM "B"
nyHkTa 9, nynkramu 18 u 21 HacTOSIIEr0 TIOKYMEHTa, UCIOJB30BaTh JIJIsi 0OeCIeUeHUs
TpeOyeMoro ypoBHSI 3alIUIIEHHOCTH MEPCOHANbHBIX JTaHHBIX NMpU HX 0O0paboTKe B
UH()OPMAITMOHHON CUCTEME:

CK3U knacca KA B ciywasix, korja ajisi ”HOOPMAITMOHHONW CUCTEMBI aKTyaJlbHbI
yrpo3sl 1 tuma;

CK3U xnacca KB u Bbllie B ciydasix, Korga st MHGOPMAILIMOHHOM CHCTEMBbI
aKTyaJbHbI yTPO3bl 2 TUNA.

* Cobpanme 3akoHomarenbcTBa Poccniickoit deneparum, 2012, N 45, 6257.

** K sranam >xuzHeHHoro mukia CK3U otHocsaTcs paspaboTka (MoIepHU3AIIMS)
YKa3aHHBIX CpEJCTB, HMX TPOM3BOJICTBO, XpaHEHUE, TPAHCIOPTUPOBKA, BBOJ B
AKCIUTyaTaIuio (IyCKOHAIaJOYHbIE PA0OTHI), IKCILTyaTaIlHsl.

*#% T'paHuiield KOHTPOJUPYEMOH 30HBI MOTYT OBITh IEPUMETP OXPaHIEMOU
TEPPUTOPUH TIPEANPUITHs (YUPEXKICHUS), OTPAKIAIONINE KOHCTPYKIIMM OXPaHSIEMOTO
3J1aHUsI, OXPAHAEMON YaCTH 37aHusl, BBIICICHHOTO TTOMEIIICHHUS.



