3apeructpupoBano B Muntocte Poccun 14 mast 2013 1. Ne 28375

OEJIEPAJIBHAS CJIYXKBA 10 TEXHUYECKOMY U OKCIIOPTHOMY KOHTPOJIIO

IIPUKA3
ot 18 deBpans 2013 r. Ne 21

OB YTBEP)KIEHHUHN COCTABA U COJAEPKXAHUSA
OPITAHM3ALMOHHBIX 1 TEXHUYECKUX MEP I10 OBECIIEYEHHWIO
BE3OIMTACHOCTH NEPCOHAJIBHBIX JAHHBIX ITPU UX OBPABOTKE

B THO®OPMAIIMOHHBIX CUCTEMAX ITEPCOHAJIBHBIX TAHHBIX

CIUCOK N3MEHSIONINX IOKYMEHTOB
(B pen. ITpukaza ®CTOK Poccuu ot 23.03.2017 Ne 49)

B cootBercTBUM ¢ "acThio 4 crathu 19 denepanbHoro 3akona ot 27 uronst 2006 r. Ne 152-d3 "O
nepcoHaNbHBIX JaHHBIX" (CoOpanue 3akoHomaTenbcTBa Poccuiickoit @enepamuu, 2006, Ne 31, cr. 3451;
2009, Ne 48, cT. 5716; Ne 52, ct. 6439; 2010, Ne 27, ct. 3407; Ne 31, cr. 4173, ct. 4196; Ne 49, ct1. 6409;
2011, Ne 23, cr. 3263; Ne 31, ct. 4701) u Ilonoxenuem o denepanbHoii ciiy:k0€e MO TEXHUYECKOMY U
AKCIIOPTHOMY KOHTpOJIIO, YTBEpKJIeHHbIM Yka3oM lIpesunenrta Poccuiickoit denepanuu ot 16 aBrycra
2004 1. Ne 1085 (Cobpanue 3akonoaarenbctBa Poccuiickont @enepamuu, 2004, Ne 34, ct. 3541; 2006, Ne
49, ct. 5192; 2008, Ne 43, c1. 4921; Ne 47, ct. 5431; 2012, Ne 7, ct. 818), mpukasbiBaro:

1. YTBepauth npunaraempie CocTaB M COJAEpP)KaHUE OPTaHU3AIMOHHBIX W TEXHUYECKHX MEp IO
obecrniedeHn0 0€30MacHOCTH MEePCOHANBHBIX JaHHBIX MPU UX 00paboTKe B MH(DOPMALMOHHBIX CHCTEMaX
MEPCOHAJIbHBIX TAHHBIX.

2. Ilpusnate yrtpatuBmuMm cuiny npukaz ®CTOK Poccum or 5 despans 2010 r. Ne 58 "O6
yTBepxaeHun [lonoxkeHuss o0 MeToAax u crnocodax 3amuThl HHPOpPMAIMK B HHPOPMAIIMOHHBIX CHCTEMaX
MEePCOHANIbHBIX MaHHBIX" (3apeructpupoBan Muntoctom Poccun 19 despans 2010 r., peructpaiiioOHHbIN
Ne 16456).

Jupexrop

denepanbHOM CITYKOBI IO TEXHUYECKOMY
1 DKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH



YTBepKAECHBI
npukazoM ®CTIK Poccun
ot 18 deBpams 2013 . Ne 21

COCTAB U COJEP)KAHUE
OPIAHU3AIIMOHHBIX U TEXHUYECKHUX MEP I1IO OBECIIEYEHHUIO
BE3OITACHOCTHU NEPCOHAJIBHBIX JAHHBIX ITPU NX OBPABOTKE

B MTH®OPMANMOHHBIX CHCTEMAX NEPCOHAJIBHBIX TAHHBIX

Crucok HU3MCHAIOMUX TOKYMCHTOB
(B pen. Ipukaza ®CTOK Poccuu ot 23.03.2017 Ne 49)

I. O01mue momoXKeHus

1. Hacrosiuii JOKyMeHT pa3paboTaH B COOTBETCTBUHU € YacThio 4 ctaThu 19 denepalbHOTO 3aKOHA
ot 27 wromnst 2006 1. Ne 152-®3 "O nepconanbHbix gaHHbIX" (CoOpaHue 3akoHOAaTeNbcTBa Poccuiickoit
®enepanuu, 2006, Ne 31, c1. 3451; 2009, Ne 48, c1. 5716; Ne 52, c1. 6439; 2010, Ne 27, c1. 3407; Ne 31, cT.
4173, ct. 4196; Ne 49, ct. 6409; 2011, No 23, ct. 3263; Ne 31, ct. 4701) u ycraHaBiIMBaeT COCTaB U
COJIEp)KaHUE OPTraHU3ANMOHHBIX W TEXHUYECKHX MEp MO O0ECICUeHUI0 Oe30MacHOCTH TMEPCOHATBHBIX
JaHHBIX MPH WX 00paboTke B MH(POPMAIMOHHBIX CHCTEMax MEPCOHANbHBIX JaHHBIX (Jajee - Mephl Mo
obecrniedueHn0 0€30MaCHOCTH TMEPCOHANBHBIX JIAHHBIX) IS KaKIOTO W3 YPOBHEHW 3alMIIEHHOCTH
MEePCOHANBHBIX JaHHBIX, YCTAHOBJICHHBIX B TpeOOBaHMSIX K 3alllUTe MEPCOHAIbHBIX MAHHBIX MPHU UX
00paboTke B MH(GOPMAIIMOHHBIX CHCTEMaX MEPCOHAJBHBIX JIAaHHBIX, YTBEP)KIECHHBIX IMOCTAHOBICHUEM
ITpaButensctBa Poccuiickoit @enepannu ot 1 HOs1Opst 2012 r. Ne 1119 (Cobpanue 3akoHOJaTEIbCTBA
Poccuiickoit ®eneparuu, 2012, Ne 45, ct. 6257).

Mepel mo obecrnieueHHI0 O€30MacCHOCTH TMEPCOHATBHBIX JAHHBIX MPUHUMAIOTCS IS 3allUThI
MEPCOHANBHBIX JAaHHBIX OT HEPABOMEPHOTO WU CITyYalHOTO JOCTYNa K HUM, YHUUYTOXKEHUS, U3MEHEHHSI,
OJIOKMPOBaHUSI, KOTTMPOBAHMUS, TIPEIOCTABICHUS, PACTIPOCTPAHEHUS NTEPCOHAIBHBIX JAaHHBIX, 4 TAKXKE OT
WHBIX HEMPABOMEPHBIX IEHCTBHUI B OTHOILIEHUH MEPCOHATBHBIX JIAHHBIX.

B HacTosmeM [OKyMEHTe HE pacCMaTpHUBAIOTCS BOMPOCHI oOOecreueHuss 0e30MacHOCTH
MEPCOHAJIBHBIX JTAHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM TIOPSAJIKE K CBEIEHUSM, COCTABJISIIOIIUM
rOCy/lapCTBEHHYI0O TailHy, a TakKe Mephbl, CBS3aHHbIE C MPUMEHEHHEM MIH(PPOBATHHBIX
(xpunrorpauyeckux) CpeACTB 3alIUThl HHPOPMAIIHH.

2. besomacHOCTh MEpPCOHANBHBIX JAHHBIX TpPU UX 00paboTke B HWHGOPMAIMOHHOW CHCTEME
MEPCOHANIBHBIX JaHHBIX (fasee - WHGOpPMAIMOHHAS CHUCTEMa) OOECIEYMBAET OMNEpaTop WM JIUIO,
OCYIIECTBISIONIEe 00pabOTKy MEepPCOHANIBHBIX JaHHBIX MO MOPYYCHHIO OIMEepaTropa B COOTBETCTBHH C
3akoHoJaTenbcTBOM Poccuiickoit denepanum.

st BeIMOTHEHUS paboT 10 00ecTieYeHNI0 0€30MaCHOCTH MEPCOHATBHBIX JAaHHBIX TTPH UX 00paboTKe
B MH(POPMAIIMOHHON CHUCTEME B COOTBETCTBUU C 3aKOHOJATENbcTBOM Poccuiickoit denepanuu MOTYT
MIPUBJIEKATHCS HA JIOTOBOPHOW OCHOBE IOPHUIUYECKOE JUIO WM WHAWUBUIYAJTbHBIA TPEANPUHUMATEINb,
MMEIOIIUE JTUIEH3UIO Ha IeITeIbHOCTD M0 TEXHUUECKOH 3amuTe KOHPUICHIIMATFHOU HH(OPMAIIUH.

3. Mepsl 1o obecriedeHnio 6€30MacHOCTH MEPCOHATBHBIX JaHHBIX PEATHU3YIOTCS B paMKaX CUCTEMBI
3alUThI IEPCOHANBHBIX JaHHBIX, CO37aBa€MOM B COOTBETCTBUH ¢ TpeOOBaHUSIMH K 3alIUTE IEPCOHANBHBIX
JTaHHBIX TPU UX 00paboTKe B MHPOPMAIIMOHHBIX CHUCTEMaX IMEPCOHATBHBIX NAaHHBIX, YTBEP KIECHHBIMU
noctaHoBieHueM [IpaButenscTBa Poccuiickoit @eaepannu ot 1 HosOps 2012 r. Ne 1119, u m10KHBI OBITH
HaIpaBJICHbI HA HEUTPATH3AINIO aKTyaTbHBIX YIPO3 0€30MaCHOCTH MMEPCOHATBHBIX JTaHHBIX.

4. Mepsl mo obecredeHHI0 OE30MaCHOCTH IMEPCOHATIBHBIX JAHHBIX PEATU3YIOTCA B TOM YHUCIIE
MOCPEACTBOM NPUMEHEHHUsI B MHPOPMAITMOHHON CUCTEME CPEICTB 3alIUThl HHPOPMAILIUHU, TPOIIE/IINX B



YCTAHOBJICHHOM HOPAAKE NPOUCAYPY OLICHKU COOTBETCTBUSA, B ClIyUadX, KOTAa IPUMCHCHUC TaKUX CPCACTB
HeO6XOI[I/IMO JJIA HeﬁTpaHHSaHHH AKTYaJIbHBIX YI'PO3 0e30macHOCTH NEPCOHATIPHBIX TaHHBIX.

6. OHGHKa 3(1)(1)6KTI/IBHOCTI/I p€ain30BaHHBIX B paMKaxX CUCTEMBI 3allIUTEI IICPCOHAIBHBIX JaHHBIX MEP
10 00eCIeYeHUI0 OC30IMaCHOCTH NEPCOHANIBHBIX JAHHBIX IIPOBOAUTCA OIICPATOPOM CaMOCTOATCIIBHO UJIN C
IIPHUBJICYCHHUEM Ha I[Ol"OBOpHOﬁ OCHOBC HOPUAWYCCKUX JIML W HWHIAWBHUAYAJIbHBIX npez[anHHMaTeneﬁ,
HMCIOIUX JIMOCH3UIO Ha OCYIICCTBIICHUC ACATCILHOCTU I10 TEXHUYECKOMN 3allluTe KOH(bI/II[eHI_[I/IaJIBHOI\/JI
PIH(bOpMaI_[I/II/I. VYka3zanHas OLICHKA IIPOBOJUTCA HE PEKE OAHOT'O pa3a B 3 roaa.

7. Mepsl mo o0ecriedeHnI0 0€30MaCHOCTH TEPCOHAIBHBIX JaHHBIX MNpU HUX 00paboTke B
TrOCyJAapCTBEHHBIX HWH()OPMAIMOHHBIX CHUCTEMax MPUHUMAIOTCS B COOTBETCTBHU C TpeOOBaHUSIMH O
3amuTe  WHPOpPMAIUHU, COAEpXKAIIeHCs B  TOCYHApCTBEHHBIX  WH(MOPMALMOHHBIX  CHCTEMax,
yctanaBiauBaeMbiMu @CTOK Poccun B npenenax CBOUX MOJTHOMOYMH B COOTBETCTBUHU C YAaCThIO 5 CTaThbU
16 ®enepanpaoro 3akoHa ot 27 wmronst 2006 r. Ne 149-®3 "OO6 wmHpopmanuu, UHPOPMALUOHHBIX
TEXHOJIOTHSX 1 0 3amuTte nHpopmaruu" (Cobdpanue 3akoHoaarenbcTBa Poccutickoit @enepanmu, 2006, No
31, cT. 3448; 2010, Ne 31, ct. 4196; 2011, Ne 15, ct. 2038; No 30, ct. 4600; 2012, Ne 31, ct. 4328).

II. CocTaB u comepkanue Mep 1Mo 00ECIIeUeHUI0 OE30TTaCHOCTH
NIEPCOHAIBHBIX JJAHHBIX

8. B cocraB Mep 1o obecrieyeHnIo 0€30MaCHOCTH MEPCOHANBHBIX JTAHHBIX, PEATN3YEMBIX B paMKax
CHCTEMbI 3aIIUThl NEPCOHAIBHBIX JAAHHBIX C YYETOM aKTyaJlbHBIX YIpo3 0€30MacHOCTH MEPCOHAIbHBIX
JAHHBIX ¥ IPUMEHSAEMBIX WH(POPMAIIMOHHBIX TEXHOJIOTHIA, BXO/IAT:

UACHTU(PUKAIMS U ayTeHTU(DUKAIHS CyObEKTOB AOCTYyIa U OOBEKTOB JIOCTYIA;
yIIpaBJIEHUE JOCTYIOM CyOBEKTOB JOCTYIA K 0OBEKTaM JI0CTYTa;
OTrpaHUYEHUE NPOTPaMMHON CPEJIBI;

3al[UTa MAlIMHHBIX HOCHTENeW HH(OpMaluM, Ha KOTOPBIX XpaHATCS U (Miu) oOpabaThIBarOTCS
MIepCOHANbHbIE TaHHbIE (Jajiee - MalTMHHbIE HOCUTEIH NEPCOHATIbHBIX IaHHBIX);

perucTpanus CoOObITHI 6€30MacHOCTH;

AHTUBMPYCHAs 3allUTa;

oOHapy>keHHe (Mpe0TBpallleHne) BTOPKEHUH;

KOHTPOJIb (aHAJIN3) 3aILUIIEHHOCTH TEPCOHAIBHBIX JaHHbIX;

o0ecrieyeHne 1eTI0CTHOCTH HH(POPMAITMOHHON CHCTEMBI M IEPCOHATTLHBIX JAHHBIX;

o0ecrieyeHne JTOCTYITHOCTH MEPCOHATBHBIX JaHHBIX;

3alIuTa Cpeibl BUPTYAIH3AIINH;

3alUTa TEXHUYECKUX CPEJICTB;

3a1UTa UHPOPMALIMOHHOM CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U Mepe/laul JaHHBIX;

BBISIBJICHHE WHIUICHTOB (OJJHOTO COOBITHSI MJIU TPYMHIBI COOBITHI), KOTOpblE MOTYT MPHUBECTH K
cO0SIM WJIM HapylIEHUI0 (YHKIMOHUPOBAHUS HMH(OPMALMOHHOW CHUCTEMBI U (MJIM) K BO3HUKHOBEHHIO
yrpo3 6€30MacHOCTH NEPCOHATBHBIX JAHHBIX (Jajiee - MHIMACHTHI), U pearipoBaHue Ha HUX;

yIpaBiieHue KOHQUTyparueid WHPOPMAIMOHHOW CHCTEMBI M CHUCTEMBI 3alllUTHl MEPCOHAITBHBIX
JTAHHBIX.

CocraB u coaepxaHue Mep 1o odecreueHno 6€30MacHOCTH NMEPCOHATIBHBIX JAHHBIX, HEOOXOJMMbIX
Ui oOecrieueHus] KaXJIO0ro M3 YpPOBHEH 3alUINEHHOCTH IMEPCOHAIBHBIX JaHHBIX, IPUBEACHBI B
MPUIIOKEHUN K HACTOSIILIEMY JTOKYMEHTY.

8.1. Mepsl 1o uneHTH(PUKAIUU U ayTEeHTU(UKAUN CYOBEKTOB JOCTyNa M OOBEKTOB IOCTYIA
JOJDKHBl  O0ecrieynBaTh IPHCBOCHHE CYOBEKTaM UM O00BeKTaM JOCTyla YHHUKAIbHOIO IpHU3HAaKa
(umentuduKaTopa), CpaBHEHHE MPEIBIBISIEMOrO0 CYOBEKTOM (0OBEKTOM) JocTyma UAeHTU(]HUKaTOpa C
TePEYHEM MPUCBOCHHBIX UACHTH(UKATOPOB, a TAKXKE MPOBEPKY MPUHAJICKHOCTH CYOBEKTY (OOBEKTY)



JIOCTYTa MPEbIBICHHOT0 UM UACHTU(DHKATOpa (TTOATBEPKICHUE TIOJUTMHHOCTH).

8.2. Mepsl 1O YIPaBICHUIO JOCTYIOM CYOBEKTOB JOCTYMa K OOBEKTaM JOCTyHa JOJKHBI
obecrieunBaTh yIpaBIeHHE NpaBaMH M HPUBWICTUSAMH CYOBEKTOB JIOCTYIA, PasTpaHUYCHHE JOCTYIa
CyOBEKTOB JI0CTyIa K 00BEKTaM JOCTYIa HAa OCHOBE COBOKYITHOCTH YCTaHOBJICHHBIX B MH(OPMALIMOHHOM
CHCTEME MpPaBWJI PA3TPAaHUUYCHUS JOCTYyNa, a TaKKe O0O0eCIeYrBaTh KOHTPOJb 3a COOJIIOJICHHEM 3THX
MIPaBUIL.

8.3. Mepbl 10 OrpaHUYEHUIO IPOrPAMMHOM Cpeibl IOJKHBI 00eCIeunBaTh YCTAHOBKY U (MJIN) 3aITyCK
TOJILKO Pa3pelIeHHOr0 K NCIOIb30BAHUIO B HH(POPMAITMOHHON CHCTEME NMPOrPAMMHOT0 00eCTIeUeHUs NI
UCKIIIOYaTh BO3MOXKHOCTh YCTaHOBKM W (WJIM) 3amycka 3alpelieHHOro0 K HCIOJIb30BAHUIO B
MH(POPMAIMOHHOHN CUCTEME IPOTPAMMHOTO 00ECTICUCHHS.

8.4. Mepsl 1Mo 3amIMTe MAIIMHHBIX HOCUTENICH NEPCOHANBHBIX MaHHBIX (CPEACTB 0OpabOTKH
(XpaHeHUs1) NIepCOHANbHBIX JTAaHHBIX, CbEMHBIX MAIIMHHBIX HOCUTENIEH MEPCOHATBHBIX JaHHBIX) JOJDKHBI
HCKJIIOYaTh BO3MOXKHOCTh HECAHKIIMOHUPOBAHHOI'O JJOCTYINA K MAIIMHHBIM HOCUTENSIM U XpaHALIMMCS Ha
HUX IEPCOHANbHBIM JAaHHBIM, a TaK)K€ HECAaHKLMOHMPOBAHHOE MCIIOJIb30BAaHHE CHEMHBIX MAIIMHHBIX
HOCHTEJIEH MEPCOHAIBHBIX JIaHHBIX.

8.5. Mepsl o peructpanuu coObITUi 0€30MacHOCTH JOHKHBI 00€CIIeunBaTh COOp, 3aNUCh, XpaHEHUE
Y 3alIUTy HHPOPMAIIUU O COOBITUAX 0€30IaCHOCTH B MH(DOPMAIMOHHOW CUCTEME, a TAK)KE BO3MOKHOCTh
MIPOCMOTpa M aHAIK3a HHPOPMALIUHU O TAKUX COOBITHSIX M pearupoBaHNE Ha HUX.

8.6. Mephl 0 aHTUBUPYCHOM 3amiuTe JOJKHBI 0oOecnednBaTh OOHapy:KeHUE B MH(OPMAIMOHHON
CHCTEME KOMITBIOTEPHBIX MPOTrpaMM JHOO WHOW KOMMBIOTEPHON MH(OpMAIUH, MpeIHa3HAuYCHHON s
HECAHKIIMOHUPOBAHHOTO YHUYTOKEHUs, OJOKMPOBAaHUS, MOJIU(UKAIMM, KONUPOBAHUS KOMIIbIOTEPHOMH
nHpOpMallUM WM HEUTpanu3alMM CpeACTB 3allMThl MHGPOpMAIlMM, a TaKKe pearupoBaHHE Ha
o0OHapy>KeHHEe ITUX MPOrpaMM U HHPOPMAIIHH.

8.7. Mepsl 110 00HapyKeHUI0 (ITPEeI0TBPALLEHHIO) BTOPKEHHH JOIKHBI 00ecieunBaTh 0OHapyKeHne
necTBUil B MHQPOPMAIMOHHON CHCTEME, HAlpaBJIE€HHBIX Ha HECAHKIIMOHUPOBAHHBIN JOCTYN K
uHOpMalny, ClielHaIbHbIE BO3ICHCTBUS HA MHPOPMALIMOHHYIO CUCTEMY U (WJIN) IEPCOHANIbHBIE TaHHbIE
B LEJISIX JOOBIBAHUSA, YHUUTOXKEHUS, NCKAKEHUSI M OJIOKMPOBAHMSI TOCTyNa K NEPCOHAIbHBIM JAHHBIM, a
TaKXe€ pearupOBAHKUE HA OTU JEHCTBHUS.

8.8. Mephbl o KOHTPOJTIO (aHATM3Y) 3aIUIEHHOCTH TEPCOHATBHBIX JAHHBIX JOJDKHBI 00eCeYnBaTh
KOHTPOJb YPOBHS 3alllUIICHHOCTH TIEPCOHANBHBIX TaHHBIX, 00pabaThiBaéMbIX B HH(POPMAIIOHHOM
CHUCTEME, myTeM IMPOBCACHUA CUCTEMATUYCCKUX MepOHpI/ISITI/Iﬁ 10 aHaJIN3y  3alllUIICHHOCTHU
MH(OPMAIIMOHHOW CUCTEMBI M TECTUPOBAHHMIO PAOOTOCTIOCOOHOCTH CHUCTEMBI 3aIUTHI MEPCOHANTBHBIX
JaHHBIX.

8.9. Mepnl no obecredeHuo HeIO0CTHOCTH HH(DOPMAIIMOHHOM CHCTEMBI U MEPCOHANbHBIX JaHHBIX
JOJDKHBL  o0ecrieunBaTh OOHapykeHHEe (DAKTOB HECAHKIMOHMPOBAHHOTO HAPYIICHUS I€TIOCTHOCTH
PIHCbOpMZtHHOHHOfI CUCTEMBI U COACPNKAIIUXCA B HeH NEPCOHANIBHBIX JAaHHBIX, @ TAaKXKE BO3MOXHOCTH
BOCCTAaHOBJICHUS WH(POPMALIMOHHON CUCTEMBI U COJIEPIKALINXCS B HEW MEPCOHAIBHBIX JIaHHBIX.

8.10. Mepsl 1o OOECHIEYEHHIO JOCTYIHOCTU IEPCOHAIBHBIX JAHHBIX JOJDKHBI 00eclednBaTh
aBTOPHU30BAaHHBIA JIOCTYN IOJIb30BATENeH, UMEIOIUX MpaBa 1O JOCTYIY, K MEePCOHAIBHBIM JIaHHBIM,
colepKalmuMcs B MHGPOPMALIMOHHOM  cuUCTeMe, B INTaTHOM pexXuMme  (DYHKIIMOHUPOBAHUS
MH(OPMALIMOHHON CUCTEMBI.

8.11. Mepsl 1o 3amuTe cpeabl BUPTyaln3aluy JOHKHBI HCKIII0YaTh HECAHKIITMOHUPOBAHHBIN TOCTYI
K TNEpPCOHAIbHBIM JaHHBIM, 00pabaThbIBaeMbIM B BUPTYyaJbHON HHQPACTPyKType, U K KOMIIOHEHTaM
BUPTyalbHOW MH(PaACTPYKTyphl U (WJIM) BO3JCHCTBHE HA HUX, B TOM YHCIE K CPEICTBAM YIPaBJICHUS
BUPTyaJIbHOW MHQPACTPYKTYpOH, MOHUTOPY BHPTYalbHbIX MAlllUH (TUIEPBU30PY), CUCTEME XPAHEHUS
JAHHBIX (BKJIIOYasi CUCTEMY XpaHEHUs: 00pa30B BUPTYAIbHOW MH(PACTPYKTYpHI), CETH MEpeaddl JaHHBIX
gepe3 3JIEMEHThl BUPTYaIbHOM WK (pu3nueckoil HHPPAaCTPYyKTYphl, TOCTEBBIM ONEPALIMOHHBIM CUCTEMAM,
BUPTYyaJIbHBIM MalllMHAM (KOHTEHHEPaM), CUCTEME U CETU PEIIMKALMU, TEPMUHAJIBHBIM U BUPTYyaJbHbIM
YCTPOMCTBaM, a TAKXKE CUCTEME PE3EPBHOIO KOITUPOBAHUS U CO3/1aBAEMBIM €10 KOIIHSM.



8.12. Mephbl 10 3alIUTe TEXHUIECKUX CPEACTB JOKHBI UCKITIOYATh HECAHKITMOHUPOBAHHBIHN JOCTYII K
CTallMOHAPHBIM TEXHUYECKHM CpelICTBaM, 00palaThIBAIOIIMM IEPCOHANIbHBIE JaHHbIE, CPEACTBAM,
obecnieunBarOIUM (HYHKIMOHUPOBAHUE HH(DOPMAIIMOHHOW CHUCTEMBI (Jajee - cpenctBa oOecredeHUs
(GYHKIIMOHUPOBAHMS ), U B MOMEILIEHHUS, B KOTOPHIX OHU IOCTOSHHO PACIOIOXKEHBI, 3aIIUTY TEXHUYECKUX
CPEICTB OT BHEIIHUX BO3JCHCTBHIA, a TaK)Ke 3alUTy MEPCOHAIBHBIX TAaHHBIX, MPEJACTABICHHBIX B BHUJIC
MH(OPMATHUBHBIX ANEKTPUUECKUX CUTHATIOB M (PU3NUECKHUX MOJIEH.

8.13. MepsI 1o 3amuTe HHPOPMAITMOHHON CUCTEMBI, €€ CPEACTB, CUCTEM CBSI3H U MEpPEavH TaHHBIX
JOJDKHBI  00€CIeYrBaTh 3allUTy MEPCOHAIBHBIX JAaHHBIX MPH B3aUMOACUCTBUHM HH(DOPMAIIMOHHON
CUCTEeMbl HWJIM €€ OTACNbHBIX CETMEHTOB C HWHBIMH HH(GOPMAIMOHHBIMU  CHCTEMaMU U
WH()OPMAMOHHO-TEIICKOMMYHUKAITMOHHBIMU ~ CETSIMH ~ TTIOCPEJICTBOM  NMPUMEHECHHUS  ApPXUTEKTYPhI
MH(OPMALIMOHHOW CHUCTEMBI M IMPOEKTHBIX PEIICHUH, HAlpaBICHHBIX Ha oOecredeHue Oe30MacHOCTH
MEPCOHAITBHBIX JTAHHBIX.

8.14. Mepbl 1O BBHISBICHUIO WHIUACHTOB U PEarupoOBaHHMIO HA HUX JOJDKHBI 00ecredyrBaTh
oOHapyXeHHEe, UACHTU(DHUKAINIO, aHATTN3 UHIMJICHTOB B HHPOPMAIIMOHHOW CHCTEME, a TaKKe MPUHSITHE
Mep 0 YCTPAHEHUIO U MPEYNPEkKICHUIO UHIIUCHTOB.

8.15. Mepbl no ympaBiieHHI0 KOHuUrypauueid HHGOPMAIMOHHON CHUCTEMBI M CHUCTEMBI 3aIIUTHI
MEPCOHANBHBIX  JaHHBIX  JIOJDKHBI ~ O0ECIeYMBATh  YIPABICHHEC W3MCHCHHSIMH  KOH(UTYpaIuu
MH(OPMALIMOHHONW CHCTEMbl U CHUCTEMBbl 3alIUThl MEPCOHAIBHBIX HAHHBIX, AHAIW3 MOTEHIIMAIHLHOTO
BO3JICHCTBUS TUTAHUPYEMBIX H3MCHCHHI Ha 00ecredeHne 0€30IaCHOCTH NIEPCOHAIBHBIX JTAHHBIX, a TAKKE
JOKYMEHTHUPOBAHUE ITHX U3MEHEHUH.

9. Be16op Mep no obecrieueHnio 6€30MacHOCTH MEPCOHANIBHBIX JTAHHBIX, MOJICKAITUX peaTu3alii B
MH(OPMALIMOHHON CUCTEME B PAMKAaX CHCTEMBI 3alllUThI IEPCOHANBHBIX JaHHBIX, BKIIOYALT:

onpezaeneHue 6azoBoro Habopa Mep Mo odecrneueHuo0 0e30MacHOCTH MEePCOHATBHBIX JaHHBIX IS
YCTaHOBJICHHOT'O YPOBHS 3aIIUIIICHHOCTH IIEPCOHATBHBIX JJAHHBIX B COOTBETCTBUU ¢ 0a30BBIMU HabOpamu
Mep Mo oOecrnedyeHu0 Oe30MacHOCTH TMEPCOHANBHBIX [AHHBIX, MPUBEIACHHBIMU B MPUIOKEHHH K
HACTOSIIEMY JJOKYMEHTY;

ajanTtanuo 6azoBoro Habopa Mep 1o odecredeHo 0€30NaCHOCTH MEPCOHATIBHBIX JAHHBIX C yYETOM
CTPYKTYpHO-(DYHKIIMOHAIBHBIX ~ XapaKTEPUCTUK HWH(MOPMALMOHHOW  CHCTEMbI, HH(GOPMAIIMOHHBIX
TEXHOJIOTUH, 0COOEHHOCTEW (PYHKIIMOHUPOBAHUS NH()POPMALIMOHHON CUCTEMBI (B TOM YHCIIE UCKIIOUEHHE
3 6a3oBOro Habopa Mep, HEMOCPEICTBEHHO CBS3aHHBIX C WH(GOPMAIMOHHBIMHU TEXHOJIOTHUSMH, HE
HCIIOJIb3YEMBIMH B HHPOPMAITHOHHOHN CUCTEME, WIIH CTPYKTYPHO-()YHKIIHOHATBHBIMU XapaKTEPUCTHKAMH,
HE CBOMCTBEHHBIMH HH(POPMAIIMOHHOM CHUCTEME);

YTOUHEHHE aJanTHPOBAHHOTO 0a30BOT0 HAOOpa Mep Mo 00eCTIeYCHUI0 OE30MTaCHOCTH MEPCOHATBHBIX
JAHHBIX C YYETOM HE BHIOPAHHBIX paHee Mep, MPUBEACHHBIX B MPUIOKEHUH K HACTOAIIEMY JTOKYMEHTY, B
pe3yabpTaTe dYero ONpEeIeNSIOTCS Mephl 1Mo o0ecTeueHHI0 O0e30MacHOCTH TMEPCOHATBHBIX JaHHBIX,
HaIpaBlIEHHbIE Ha HEUTpAIM3AlMI0 BCEX aKTYalbHBIX yrpo3 0€30MacHOCTH MEePCOHATBHBIX JAHHBIX IS
KOHKPETHOU MH()OPMAITMOHHOW CUCTEMBI;

JIOTIOTHEHHE YTOUHEHHOTO aJaTUPOBAaHHOTO 6a30BOro Habopa Mep 1Mo o0ecredeHnto 6e30MacHOCTH
MePCOHANBHBIX JIAHHBIX MEpaMH, 00ECIIEUNBAIOIINMHU BBITOJIHEHUE TPEOOBAHUI K 3aIIUTE MTEPCOHATBHBIX
JTAHHBIX, YCTAHOBJICHHBIMH HWHBIMA HOPMATHUBHBIMH IIPABOBBIMH aKTaMH B 00JacTH 0OeCIeUCHHS
0€30MacHOCTH MEePCOHATBHBIX JAHHBIX U 3aIIUThHI HH()OPMAIIUH.

10. I[Ipu HEBO3MOKHOCTH TEXHMUYECKOM peann3alui OTAeNbHBIX BRIOPAHHBIX MEP MO 00ECTIeueHUI0
0€30MaCHOCTH MEePCOHABHBIX JIAHHBIX, a TAKXKE C YYETOM YIKOHOMHUYECKON I1EIeCO00Pa3HOCTH Ha dTarmax
amanranuu 6a3oBoro Habopa Mep W (MIM) YTOYHEHHS aJanTHPOBAHHOTO 0a30BOro Habopa Mep MOTYT
pa3pabaTrbIBaThCsl HHBIE (KOMIIEHCUPYIOIIHE) MEPhI, HAPaBJICHHbIE HAa HEUTPATU3ALINIO aKTyaIbHBIX YTPO3
0€30MMacCHOCTH MEePCOHATBHBIX TAHHBIX.

B srom cnydsae B xone pa3paOOTKM CHUCTEMBI 3aIIUThl NEPCOHAIBHBIX NAHHBIX JOJKHO OBITh
IIPOBECHO OOOCHOBAaHHE TPHUMEHEHHUS KOMIICHCHPYIOUIMX Mep uisi oOecrmeueHus Oe30MacHOCTH
MEePCOHANBHBIX TaHHBIX.



11. B ciydae ompeneneHuss B COOTBETCTBUU C TpeOOBaHUSAMHU K 3alllUTe MEPCOHAIBHBIX MPU UX
00paboTke B MH(GOPMALMOHHBIX CHCTEMax MEPCOHAIBHBIX JAHHBIX, YTBEP)KICHHBIMU IOCTAaHOBJIEHUEM
[TpaButenscTBa Poccuiickoiit @enepannu ot 1 HosOpst 2012 1. Ne 1119, B kauecTBe aKTyaJIbHBIX yIpo3
0€30I1aCHOCTH NEPCOHAIbHBIX AAHHBIX 1-T0 M 2-TO TUIIOB JONOJIHUTEIBHO K MepaM I0 00ecreueHHUIo
0€30MaCHOCTH TEPCOHATIBHBIX [AHHBIX, YKAa3aHHbBIM B IIYHKTE & HACTOSIIEr0 JOKYMEHTa, MOTYT
IIPUMEHSATHCS CIIETYIOLINE MEPHI:

IPOBEPKA CUCTEMHOTO U (MJIM) MIPUKJIAJAHOTO POrPaMMHOI0 00ecreueHu s, BKI0Yask IpOrpaMMHBIH
KO/, Ha OTCYTCTBHE HEICKIAPUPOBAHHBIX BO3MOXKHOCTEH C HCIIOJB30BAHHEM AaBTOMATH3HPOBAHHBIX
cpenctB u (Mau) 6e3 UCIOJIb30BaHUS TAKOBBIX;

TECTUPOBaHUE UH()OPMAITMOHHON CHCTEMBI Ha TPOHHUKHOBEHUS;

UCIOJIb30BaHUE B WH(POPMALMOHHON CHUCTEME CHCTEMHOIr0 M (WJIM) MPHUKIAJHOTO MPOTrPAMMHOTO
obecniedeHus, pa3pabOTaHHOTO C UCIIOJIB30BAHUEM METO/IOB 3aIUILIEHHOTO MPOTrPAMMHPOBAHUSI.

12. TexHuueckue Mepsbl 3alIUThl IEPCOHAIBHBIX JAHHBIX PEAU3YIOTCS MOCPEACTBOM MPUMEHEHUS
CpelICTB 3amuThl MH(GOPMAIMK, B TOM YHCJIE MPOTPAMMHBIX (MPOrpaMMHO-AIAPATHBIX) CPEACTB, B
KOTOPBIX OHH PeaIn30BaHbl, UMEIOIIUX He0OXo1uMble (HYHKIIMU OE30MaCHOCTH.

[Ipu wcmonb30BaHMM B WH(GOPMAIMOHHBIX CHCTEMaX CePTU(DHUIIMPOBAHHBIX 110 TPEOOBAHUSIM
6e30macHOCTH UH(OPMALIUU CPEJICTB 3aLTUTHl HHPOPMAIIH:

B MH(OPMALMOHHBIX cHCTeMaxX | ypOBHS 3alIMIIEHHOCTH MEPCOHANBHBIX TaHHBIX MPUMEHSIOTCS
CpeJCTBa 3alUTHl HH(pOpMaIHK He HIDKE 4 KIlacca, a TAKXKE CPEICTBA BEIYUCIUTEILHON TEXHUKU HE HUXKE
5 Kknacca;

B MH()OPMAIMOHHBIX CHCTEMaxX 2 YPOBHS 3aIIHMIIEHHOCTH MEPCOHAIBHBIX TaHHBIX IMPUMEHSIOTCS
CpeICTBa 3alUTHI HH(pOPMAIIMK HE HIKE 5 KIlacca, a TAKXKe CPe/ICTBA BEIUMCIUTENFHOM TEXHUKU HEe HUXKE
5 Kiacca;

B MH(POPMAIMOHHBIX CHCTEMaX 3 YpPOBHS 3aIUIIEHHOCTU MEPCOHAIBHBIX JAHHBIX MPUMEHSIOTCS
CpeICTBa 3alUTHl HH(pOpPMAIIMK HE HIKE 6 KIlacca, a TAKXKe CPe/ICTBA BEIUMCIUTENFHOM TEXHUKHU HEe HUXKE
5 knacca;

B MH(POPMAIMOHHBIX CHCTeMaX 4 ypOBHsS 3alIMIIEHHOCTH MEPCOHAIBHBIX JAHHBIX MPUMEHSIOTCS
CpeICTBa 3alUTHl HH(pOpPMAIIMK HE HIKE 6 KIlacca, a TAKXKe CPe/ICTBA BEIUMCIUTENFHOM TEXHUKHU HEe HUXKE
6 kiacca.

Kiacchl 3a1UThl OnpeesstoTCs B COOTBETCTBUU C HOPMAaTUBHBIMU ITPABOBBIMH AKTaMU, U3JaHHBIMHU
B cooTBeTCTBUH ¢ moanyHkToM 13.1 mynkra 8 Ilonmoxkenus o denepaibHON CyKOE MO TEXHUUECKOMY U
SKCIIOPTHOMY KOHTPOIIIO, YTBepKAeHHOTro Yka3zom lIpesunenta Poccuiickoii @enepauuu ot 16 aBrycra
2004 r. Ne 1085.

[Ipu wucnomp3oBaHMM B HWHPOPMAINMOHHBIX CHCTEMaxX CPEACTB 3allUThl  WHGOpMAIUH,
cepTU(UIIMPOBAHHBIX MO TPEOOBaHUAM OE30MACHOCTH HH(POPMAINH, YKa3aHHBIE CPEICTBA IOJKHBI ObITH
cepTu(UIMPOBAHBl HA COOTBETCTBHE O0OS3aTENbHBIM TpeOOBaHMUSIM IO O€30MacHOCTH HH(OpMaLUH,
YCTaHOBJICHHBIM HOPMATUBHBIMH TPAaBOBBIMH aKTaMH, WM TPeOOBaHUSAM, yYKa3aHHBIM B TEXHUYECKUX
YCIIOBUSX (3aaHUSIX 11O OE30MaCHOCTH).

OyHKIIUKM 6€30MaCHOCTH CPEJICTB 3alTUTHI HH(OPMAITUH TOJDKHBI 00€CTICUHBATh BHITTOTHEHUE MEP 10
obecrnieueHnto 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX, COJEPKAIINXCS B HACTOSIIEM JOKYMEHTE.

st o6ecniedenns 1 u 2 ypoBHEH 3alUIIIEHHOCTH MEPCOHANBHBIX TAHHBIX, a TAKXKE TSI 00SCTICUCHHS
3 YpOBHsI 3alIUIIEHHOCTH MEPCOHAIBHBIX JaHHBIX B WH(MOPMAIMOHHBIX CHUCTEMax, I KOTOPBIX K
aKTyaJlbHBIM OTHECEHBI YTpo3bl 2-TO THIA, NPUMEHSIOTCA CEePTHUPHUIMPOBAHHBIE CPEICTBA 3allUTHI
uH(pOpMaLUY, MPOTPAMMHOE OOECIIeUeHUE KOTOPBIX MPOINIO MPOBEPKY HE HIDKE 4YeM 1o 4 ypOBHIO
KOHTPOJISI OTCYTCTBHS HEAEKIAPUPOBAHHBIX BO3MOKHOCTEH.
(. 12 B pen. Ipukaza ®CTIK Poccun ot 23.03.2017 Ne 49)

13. IIpu ucnonp30BaHWU B MHGOPMAIIMOHHBIX CUCTEMaX HOBBIX WH()DOPMAIMOHHBIX TEXHOJOTHHA H
BBISABJICHUU JOIIOJTHUTCIILHBIX YIpO3 6630HaCHOCTI/I MEPCOHAJIbHBIX JAaHHBIX, JJII KOTOPBIX HC ONIPCACIICHLL



Mepbl obecnieueHus WX O€30MaCHOCTH, JOJDKHBI Pa3pabaThIBaThCS KOMIIEHCHPYIOIIHME MeEphl B
COOTBETCTBHH C ITYHKTOM 10 HacCTOSIIET0 JOKyMEHTA.



[Ipunoxxenue

Kk CocTaBy U COACPKAHUIO
OpraHU3aIMOHHBIX U TEXHUYECKUX
Mep 0 00ECTICUCHHIO OE30ITaCHOCTH
MEPCOHAIBHBIX JAHHBIX MPH UX
00paboTke B MHPOPMAITMOHHBIX
CUCTEMax NMEPCOHAIBHBIX JaHHBIX

COCTAB 1 COAEP’)KAHHUE
MEP 110 OBECITEYEHHNIO BE3OITACHOCTH IIEPCOHAJIBHBIX TAHHBIX,
HEOBXOJIUMBbIX JIJISI OBECIIEUEHM A KAXOI'O U3 YPOBHEN
SAHIMITEHHOCTU ITEPCOHAJIBHBIX TAHHBIX

YcnoBHoe Copepxanuie Mep 1o o0ecreueHn o 6e30MacHOCTH | Y POBHU 3aIUIIEHHOCTH
0003Ha4YeHHE U MEPCOHAIIBHBIX JTAHHBIX MIEPCOHATBHBIX JTaHHBIX
HOMEpP MepbI

4 3 2 1

I. Unentudukanus u ayreHTruKanus cyobeKkToB JocTymna u 00bexToB goctyna (MAD)

NAD.1 Wnentudukanus u ayreHTUQUKALUs Moib3oBarenei,| + + + +
SIBJISTIOIITUX CST pA0OTHUKAMHU OTlepaTopa

NAD.2 WNnentudukanus v ayrTeHTUPUKALUSI YCTPOUCTB, B TOM + +
YHCJIe CTAllMOHAPHBIX, MOOUJIBHBIX U MOPTATUBHBIX

NAD.3 VYnopasnenue wuaeHtudukaropaMu, B TOM uucie| + + + +
CO3/IaHuE, IIPUCBOCHHUE, YHUYTOXKEHUE
UACHTUPHUKATOPOB

NAD.4 VYnpaBieHue cpeicTBaMu ayTeHTH(UKauuu, B ToM| + + + +
qylyclieé  XpaHEHHWEe,  Bblaya,  HMHULUAIM3aLM,

OJIOKMPOBAHUE CPE/ICTB AyTEHTHU(PUKALUU U MIPUHSITHE
Mep B clydae yTparbl U (WJIM) KOMIIPOMETAIluu
CpEeICTB ayTeHTU(DHUKAITUN

NAD.5 3ammra oOpaTHOH CBS3U pu BBOJE| + + + +
ayTeHTU()UKALMOHHONW NHpOpMaLuu

NAD.6 WUnentudukanus v ayTeHTUPHUKALUS MOIb30BaTenei,| + + + +
HE SBJIOMIMXCS PaOOTHUKAMM oreparopa (BHEIIHUX
0JIb30BaTeNei)

II. YopaBnenue nocTynom cyobeKToB JocTyma kK o0bekTam pocryna (YIII)

VI 1 VYnpasienue (3aBeicHUE, aKTHBAIHS, OJIOKUPOBaHUE U | + + + +
YHUYTOXEHUE) YUETHBIMU 3aMUCSIMU M10JIb30BaTENCH, B




TOM YHCJIC BHEITHUX I10JIb30BaTeIICH

VIIJI.2

Peanuzamnus HEOOXOIMMBIX METOJIOB
(MMCKPEIMOHHBIA, MaHJATHBIM, POJICBOM WM WHOH
METO/), TUIIOB (YTCHHUE, 3aIKCh, BBIIOJIHEHUE WIH
WHOM THI) W MPaBHWJI Pa3rpaHUUCHHUS TOCTYIIa

VL3

VYupasnenue (punbTpamms, MapIIpyTH3anus,
KOHTPOJIb COCTMHEHUH, OHOHANPABICHHAs TIepeaada
U HMHbIE CHOCOOBI yIpaBiieHUs) WH(POPMALMOHHBIMU
MOTOKAMH ~ MEXAy  YCTPOWCTBAMH, CErMEHTaMH
WHPOPMAIIMOHHON  CHCTEMBI, a TaKkKe MEXIY
MH(QOPMAIIMOHHBIMU CHCTEMaMHU

VIIJ1.4

Paznenenne momHOMOYMET (poJiell) mMOJb30BaTelNeH,
aIMMHHUCTPATOPOB W JIML,  OOECIEeYUBAIOIIUX
(GyHKIMOHMPOBaHUE HH()OPMAITMOHHON CHCTEMBI

YIIJL5

Ha3nauenue MHMHUMQJIBHO HEOOXOJUMBIX IIpaB M
NPUBUJICTUI TOJB30BATEISIM, aJIMUHHCTPATOpaM U
aunaM, — o0eCHeuuBaOIMM  (YHKIIMOHMPOBAHHE
MH(POPMAIIMOHHON CUCTEMBI

VIIA.6

OrpaHudeHre HEYCIEUIHBIX IOMBITOK BXOJa B
MH(OPMALIMOHHYIO CUCTEMY (moctyna K
MH(OPMAIMOHHOM cucTeMe)

VIIJL7

[IpenynpexaeHue TMONb30BaTENsI MPH €ro BXOAE B
WHPOPMAIIMOHHYI0  CUCTEMy O TOM, 4YTO B
MH(OPMALIMOHHON CHCTEME pealn30BaHbl MEphI IO
obecrniedeHno 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX,
U 0 HeoOXOIUMOCTU COOJIIOJIEHUSI YCTaHOBJIECHHBIX
OlepaTopoM TpaBuil OOpPabOTKH  TEPCOHATBHBIX
JTaHHBIX

VIII.8

Onosemenne Moab30BaTeNIA MOCIE YCIEIHOr0 BX0Aa
B HMH(OPMAIMOHHYIO CHUCTEMY O €ro MpeIblaylieM
BX0/1¢ B UHQOPMALIMOHHYIO CUCTEMY

VIIJL.9

OrpaHuueHue 4uciia napajjiesibHbIX CEaHCOB J0CTyNa
I KaXIO0M  YYEeTHOM  3aluCH  IOJb30BaTeNs
MH(OPMAIIMOHHON CUCTEMBI

VIIJL.10

brnokupoBaHnue ceanca 10ocTyna B MH(DOPMAIMOHHYIO
cucTeMy nocie YCTaHOBJICHHOTO BpEMEHU
0e3meicTBUsI (HEaKTUBHOCTH) TOJIB30BATENsl WM TI0
€ro 3ampocy

VL1

Pazpemienne (3amper) aAeMCTBUN MOJIb30BaTeleH,




pa3peleHHbIX 10 UACHTU(DUKAIIMY U ayTeHTUPHUKAITTT

VIIJL.12

[Monnepxkka M coxpaHeHue aTpuOYTOB 0€30IaCHOCTH
(MeTok 0€30IMacHOCTH), CBSA3aHHBIX ¢ HH(pOpMaIuel B
MIPOILIECCE €€ XpaHeHUsI U 00pabOTKH

VIIJL.13

Peanu3zanus 3aiUIeHHOr0 YAaJCHHOTO JIOCTyIa
CYOBEKTOB JIOCTylla K OOBEKTaM JOCTyla dYepes
BHEIIHHE WH(POPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHBIC
ceTu

VIIA.14

Pernamentanuss ¥ KOHTPOJb HCIIOJIB30BAHMS B
MH(POPMAIIMOHHOM cucreme TEXHOJIOTUI
0ecrpoBOIHOTO AOCTYIA

VIL15

PernmameHTanuss W KOHTPOJb HCIIOJIB30BaHHS B
WH(POPMAIIMOHHOKN CHCTEME MOOMIIBHBIX TEXHHUYECKUX
CpENCTB

VIII.16

VYnpasiieHue B3auMoIeCTBUEM ¢ HTHPOPMALIMOHHBIMU
CHCTEMaMH CTOPOHHHX OpraHu3alui (BHEUIHHE
MH(pOPMAITMOHHBIE CHCTEMBI)

VIIJL17

OOGecnieueHne  JOBEPEHHOM  3arpy3KH  CPEACTB
BEIYHCIINTETLHON TEXHUKH

[II. Orpannuenue nporpammuoii cpensl (OI1C)

OIIC.1

VYrpasnenue 3amyckomM (00paleHusIMH ) KOMIIOHEHTOB
MpPOrpaMMHOTO  oO0ecredeHus, B TOM  YHCIE
ompe/ielIieHUe 3amyCKaeMbIX KOMIIOHEHTOB, HACTPOMKa
rapaMeTpoB 3allyCka KOMIIOHEHTOB, KOHTpOJIb 3a
3aITyCKOM KOMIIOHCHTOB ITPOrpaMMHOI'O oOecrieyeHus

OIIC.2

VYnpasnenue YCTaHOBKOM (uHCTAMIALKEN)
KOMITOHEHTOB TPOTPaMMHOI0 oOecreyeHusi, B TOM
4luClIe OIpENeICHHE KOMIIOHEHTOB, IOJIEkKAIINX
YCTaHOBKE, HAcTpoWKa TMapaMeTpoB  YCTaHOBKH
KOMIIOHEHTOB, KOHTPOJIb 3@ YCTAHOBKON KOMIIOHEHTOB
MPOTrpaMMHOTO 00eCTIeUeHUs

OIIC.3

VYcTaHoBKa (MHCTAJIISLUS) TOJBKO Pa3pelieHHOro K
MCIOJIb30BAaHUIO MPOTPaMMHOI0 obecrieueHus u (1)
€ro KOMIIOHEHTOB

OIIC.4

VYnpaBieHue BpeMEHHbIMU (QaillaMu, B TOM YHCIE
3amper, paspelicHue, IEepPeHAIPaBJIICHUE  3alllCH,
yllaJleHrue BpeMEHHbIX (haiiioB




IV. 3amnuTa MalmMHHBIX HOCUTENICH MepcoHaNbHBIX AaHHBIX (3HI)

3HU.1

Yyer MalIMHHBIX HOCUTEIICH MNEPCOHAIBHBIX JAHHBIX

3HNU.2

praBHeHI/Ie JOCTYIIOM K MAalIMHHBIM HOCHUTCIISAM
MEPCOHANIBHBIX JaHHBIX

3HI.3

KonTposp mnepemenieHuss MaIIMHHBIX HOCHUTENEH
MEPCOHAIIBHBIX JTAHHBIX 32 MPEJEIIbl KOHTPOIUPYEMOM
30HBI

3HI.4

HckiroueHne BO3MOXHOCTH HECAHKIIMOHUPOBAHHOTO
O3HAKOMJICHHUS C  COJEpKaHHEM IMEPCOHAIBHBIX
JAHHBIX, XPaHSANIMXCS HAa MAIIMHHBIX HOCHTEJSX, W
(W1M) WCTONB30BAHMS HOCHUTENICH TMEPCOHATBHBIX
JTAHHBIX B MHBIX HH()OPMAIMOHHBIX CUCTEMAaX

3HIN.5

KonTpone wucnonp3oBaHuss HWHTEPPEHCOB  BBOAA
(BpIBOJIa) WHGpOpMAMK HA MAIIUHHBICE HOCHUTEIU
MIEPCOHATBHBIX JTAHHBIX

3HU.6

Kontpone BBoma (BeIBOAA) uWHPOpMANMU  Ha
MaIlTMHHBIE HOCUTEN TIEPCOHATBHBIX JTAHHBIX

3HN.7

KoHTposib MOAKIIOYEHHS MAIIMHHBIX HOCHUTENEH
MEPCOHAIIBHBIX JAHHBIX

3HIN.8

YHuutokeHue (CTupaHue) WM 00e3IMYMBaHUE +
MIEPCOHANBHBIX JAaHHBIX HA MAITUHHBIX HOCUTEISAX MTPU
UX Tepefadye MEXAy I0JIb30BaTeNIsIMU, B CTOPOHHUE
OpraHM3alMM Uil PEMOHTA WM YTUIN3ALUH, a TaKXKe
KOHTPOJIb YHUUTOKEHUS (cTupanus) WIn
00e3TMYMBaHMs

V. Peructpanust coosiTii 6e3onacHoctu (PCB)

PCB.1

Omnpenenenne coObITHI OE30MACHOCTH, MOANEKAIUX | + +
PETUCTpAIINH, U CPOKOB UX XpaHEHUS

PCB.2

Omnpenenenue cocTaBa M coJepKaHusg UHPOPMALUU O | + +
COOBITHSAX 0O€30MaCHOCTH, MOJIJIEKAITNX PETUCTPALIUN

PCB.3

C6op, 3anuch U XpaHeHHE WHPOPMALIUU O COOBITHSX | + +
0€30MacHOCTH B TEYEHHE YCTAHOBJIEHHOTO BPEMEHH
XpaHEHHS

PCb.4

PearupoBanue Ha cOOM TpU PErHCTPALUU COOBITHHA
0e30macHOCTH, B TOM 4YHCIE ammnapatHele U
MporpaMMHBIE OIMMUOKH, cOOM B MeXaHuU3Max cOopa




uHdpopMallud M JOCTHXKEHHE  Ipelnena  WIH
MEePETIOTHCHHS 00beMa (EMKOCTH ) TIaMSITH

PCB.5 MonuTopuHr  (IPOCMOTpP, aHAIU3) PE3YJIbTaTOB
perucTpanuu coObITHI 6€30MaCHOCTH U pearnpoBaHHe
Ha HUX

PCB.6 ['eHepupoBaHue BpeMEHHBIX METOK ®  (WIH)
CHHXPOHH3AIIHS CHUCTEMHOTO BpEMEHU B

MH(POPMAIIMOHHOHN cUCTEME

PCB.7 3amuTa uHGOpPMAIHK O COOBITUSAX 0€30MaCHOCTH + +

VI. AutuBupycHas 3amuta (AB3)

AB3.1 Peanuzanus aHTUBUPYCHOMW 3aILUThHI + +

AB3.2 OOHoBiieHHE 0a3bl JaHHBIX MPU3HAKOB BPEJOHOCHBIX | + +
KOMIIBIOTEPHBIX NPOrpamMm (BUPYCOB)

VII. O6napyxenue Bropxkenunii (COB)

COB.1 Obnapy>xeHue BTOp)KEHUI

COB.2 OOHoBIIeHNE 0a3bl peLIaOIUX TPaBHI

VIII. Kontposnb (aHanu3) 3aliMIEeHHOCTH IEpCOHANIbHBIX JaHHbIX (AH3)

AH3.1 BrisiBnenue, aHanus ys3BUMOCTEH MH(POPMAIMOHHOMN +
CUCTEMBl U  OINEpaTHUBHOE YCTpPAaHEHUE BHOBb
BBISIBJICHHBIX YSI3BUMOCTEN

AH3.2 KonTpons ycraHOBKM OOHOBIEHMH HporpaMMmHoro| + +
o0ecrieyeHus, BKIOYas OOHOBJIEHHE MPOrPaMMHOIO
o0ecrniedeHus CpeICTB 3alIUThl UHPOpMATUU

AH3.3 KonTpons paboTocrnocoOHOCTH, apaMeTpoB +
HAaCTpPOWKM M TMPABWIBHOCTU (DYHKIIMOHHUPOBAHUS
MPOTPAaMMHOTO OOECTICYeHHST ¥ CpPEACTB 3allUTHI

uHpopMauu

AH3.4 Kontpouns cocraBa TEXHUYECKUX CPEJICTB, +
IPOrpaMMHOT0 OOECIeYeHHss M CpPEeACTB 3aIlUThI
nHpopManuu

AH3.5 KoHTpons mpaBui reHepamii W CMEHBI TapoJiel

MOJIb30BATENCH, 3aBENCHHUS U YNAJIEHUS YYETHBIX
3alMCed  IOJb30BaTENeH, pealM3aluyd  IPaBUII
pa3rpaHu4eHus JOCTYIA, TOJTHOMOYHH MMOJb30BaTENEH




B MH(OPMALIMOHHON CHCTEME

IX. O6Gecrieuen

We 1EJIOCTHOCTH MH(OPMAITMOHHONW CHCTEMBI M IepCcOHaNbHBIX qaHHbIX (OLJ)

OLUL1

KoHTposib 11€10CTHOCTH TPOrpaMMHOTO 00eCIeueHus,
BKJIIOYast MPOTrpaMMHOE 00ecTieueHIe CPEACTB 3aIUThI
nHpopmaruu

+

+

OLlJI.2

KoHTposb 1IETOCTHOCTH MEPCOHAIBHBIX JIAHHBIX,
comepxammxcs B 0a3ax JaHHBIX HHPOPMAIMOHHOMN
CHUCTEMBI

OILJL3

Obecneuenue BO3MO>KHOCTH BOCCTaHOBJICHUS
MPOTrpaMMHOT0 00€CTIeueHHUsI, BKIIOYasi MPOrpaMMHOE
o0ecrieueHre CpeICTB 3alluThl HWH(OpMaLMU, TpH
BO3HMKHOBEHHMH HEIITATHBIX CUTYyaIlul

OLJL.4

OOHapyXeHHE W pearupoBaHHE Ha IOCTYIJICHHE B
WHOOPMALIMOHHYI0O ~ CHUCTEMY  He3alpalimBacMbIX
ANEKTPOHHBIX COOOLIEHUH (THceM, JOKYMEHTOB) H
uHOM  wmH(pOpMammMM,  HE  OTHOCSIIUXCS K
(YHKIIMOHUPOBAHUIO  HMH(DOPMAIIMOHHOW  CHCTEMBI
(3amuTa OT crama)

OLL5

KouTpons conepkanust uHpopMaluy, rneperaBaeMoi
u3 UHGQOPMALMOHHOW CHCTEMbl (KOHTEHHEpPHBIH,
OCHOBaHHBII Ha CBOMCTBAaX 00BEKTA AOCTYMA, U (WJIH)
KOHTEHTHBIW, OCHOBAHHBIN Ha IMOUCKE 3alPEIIEHHON K
nepeaaye HHGOpPMAIUK C UCTIOIb30BaHUEM CHTHATYP,
Macok W HHBIX METO/OB), U  HCKIIOYEHHE
HEMpaBOMEpPHOM  mepenaud  MHGOpManmuu U3
MH(OPMALIMOHHON CUCTEMBbI

OLJI.6

OrpanuueHue TMpaB IOJIb30BaTelIe 1O  BBOIY
uHpopMaluy B MHPOPMAITMOHHYIO CUCTEMY

OLUJL.7

KOHTpOJ'IB TOYHOCTH, TIIOJIHOTBI W TIPABUIIBHOCTH
JaHHBIX, BBOIUMBIX B I/IH(l)OpMaL[I/IOHHYIO CUCTCMY

OLULS8

KoHTponb ommOOYHBIX AEHCTBHI MoJb30BaTeNel MO
BBOJAY U (MJM) Tepenade NEpCOHATbHBIX JAaHHBIX U
MpeAyNpeXACHUE TOJb30BaTeiel 00 ONMMOOYHBIX
JNENUCTBUAX

X. O6ecrneyeHue JOCTYMTHOCTH TIEPCOHATBHBIX JaHHBIX

(OAT)

OAT.1

Hcnonb3oBaHne OTKAa30yCTOMYMBBIX TEXHUYECKUX
CpeICTB




OJIT.2

PesepBupoBanme TEXHUYECKUX CPEICTB,
MPOrPaMMHOTO OOECTICUeHHsl, KaHAJIOB IMepeladyn
nHpopManuu, CpencTB obecrieueHus

(GyHKIMOHUPOBAHUS HH(POPMAITHOHHON CHCTEMBI

OJIT.3

KonTpoib 0€30TKa3HOTO (yHKIIMOHHPOBAHUS
TEXHUYECKUX CPEACTB, OOHApYKEHHE M JIOKAIHU3ALUs
0TKa30B (YHKIIMOHUPOBAHUS, MPHUHITHE Mep IO
BOCCTAHOBJICHUIO  OTKAa3aBIIMX CPEACTB U  HX
TECTUPOBAHUE

OJIT.4

HCpI/IOI[I/I‘leCKOG PE3CPBHOC KOIIUPOBAHHEC
INCPCOHAJIIBHBIX AAaHHBIX Ha PE3CPBHLIC MAIIMHHBIC
HOCHUTCIIU IICPCOHAJIBHBIX JaHHBIX

OJT.5

Obecneuenue BO3MO>KHOCTH BOCCTAHOBJICHUS
MIEPCOHANBHBIX JaHHBIX C PE3EPBHBIX MAaIIMHHBIX
HOCHUTENIEHl TMEepCOHANBHBIX JaHHBIX (PE3epPBHBIX
KOIMH) B TEUYEHHWE YCTAHOBJIEHHOTO BpPEMEHHOIO
WHTEpBaja

XI. 3amura cpensl Buptyanusanuu (3CB)

3CB.1

Unentudukanus u  ayreHTU(UKAIUS CYOBEKTOB
JocTyna M OOBEKTOB JOCTyla B BUPTyaJlbHOU
UH(QpaCcTpyKType, B TOM 4YHCIE aJMHUHHCTPATOPOB
YIIPaBJIEHMS CPEACTBAMU BUPTYyaIU3alluu

3CB.2

VYropaBieHue J0CTYIIOM CYOBEKTOB JOCTyma K
00BEKTaM JIOCTYTIa B BUPTYyaJIbHON HHPPACTPYKTYpE, B
TOM YHCJI€ BHYTPU BUPTYaIbHBIX MaIllH

3CB.3

Peructpanus coObITuii 6€30MaCHOCTH B BUPTYaJIbHOM
uH(ppacTpyKType

3CB.4

VYnpasnenue (pumpTpamms, MapLIpyTHU3ALKA,
KOHTPOJIb COEIMHEHNUS, OJTHOHANPABJICHHAs TTepeiaya)
MOTOKaMH  WHGOpPMAIUA  MEXAY KOMIIOHEHTaMH
BUPTYQIbHOM  WH(PACTPYKTyphl, a Takke T0
MEPUMETPY BUPTYaIbHOU HHOPACTPYKTYPHI

3CB.5

JloBepeHHas 3arpy3ka CEpPBEpPOB BUPTyaIU3ALUH,
BUPTyaJlbHOW MalIMHBI (KOHTEWHepa), CepBEepOB
YIIPaBIICHUSI BUPTYyaI3alUeil

3CB.6

VYrpaBieHne mepeMeleHueM BHPTYaIbHBIX MalliH
(KoHTEHHEPOB) U 00pabaTHIBAEMBIX HA HUX JTAHHBIX

3CB.7

KonTposb LEJTOCTHOCTH BUPTYaJIbHOU




HH(PPACTPYKTYPHI U €€ KOHPUTypaIui

3CB.8

Pe3epBHOE KONMpOBAaHUE [AHHBIX, PE3EPBUPOBAHUE
TEXHUYECKUX CPEJACTB, MPOrPaMMHOIO 0OecreyeHUs
BUPTYyaJbHOW HMH(PACTPYKTYphl, a TaKKe KaHAJIOB
CBSI3U BHYTPU BUPTYaJIbHON MH(PPACTPYKTYPHI

3CB.9

Peanu3zanus u yrpapiieHue aHTUBUPYCHOM 3alIUTON B
BUPTYaJIbHOU HH(PPACTPYKTYpE

3CB.10

PazObuenne BupTyanbHOW  HMHOPACTPYKTYpHl  HA
CErMEHTBI (cermeHTHpOBaHKE BUPTYaIbHOU
UHOPPACTPYKTYPHI) UIsI OOpabOTKM TEepCOHATBHBIX
JTaHHBIX OTJIEJIHBIM TOJIb30BaTeNeM U (MJIHM) IPYIION
I10JIB30BATEIECH

XII. 3amuta Texundyeckux cpencts (3TC)

3TC.1

3amura uH(popManuu, oOpabaTbIBacMOi
TEXHUYCCKHMMHU CpPEJCTBaMH, OT €€ YTCUKH IO
TEXHUYCCKUM KaHaJlaM

3TC.2

Opranuzanys KOHTPOJUPYEMOW 30HBI, B Ipenaenax
KOTOPOl MOCTOSIHHO Pa3MEIIAIOTCs CTallMOHApHbIE
TEXHUYECKUE CpEJICTBa, oOpabaTsIBarolne
nH(pOpMalMIO0, U CpelcTBa 3alMThl HUH(pOpManuu, a
TaKXe cpeJcTBa obecneueHus: PyHKIIMOHUPOBAHUS

3TC.3

KoHnTpons u ymnpaBneHue (QpU3MUECKUM JIOCTYIIOM K
TEXHUYECKHUM  CpEJICTBaM, CPEICTBAaM  3aIIHTHI
uH(popManuu, cpencTBam obecrieyeHus
(YHKIMOHMPOBAaHUS, a TakKe B TIOMEIICHUS U
COOpYXKE€HHs, B KOTOPbIX OHHM  YCTAHOBJICHHI,
UCKJTIOYAIONINEe HECAaHKIIMOHUPOBAHHBIN (PU3NUECKHIM
JOCTYI K cpeacTtBaM 00paOoTku  HH(OpMaIu,
CpeAcTBaM 3amIUTHl HMHPOPMAMKU W  CPEACTBaM
obecriedeHrss GyHKIMOHUPOBAHUS MH(OPMAIIMOHHON
CHCTEMBI, B TIOMEIICHUSI U COOPYKEHHS, B KOTOPBIX
OHHU YCTaHOBJICHBI

3TC4

Pa3memienue ycTpoHcTB BbIBOJA (OTOOpaXkeHUSs)
uHpopManuy, UCKJII0YaroIee ee
HECAHKIIMOHUPOBAHHBIN MPOCMOTP

3TC.5

3ammTa OT BHEIMIHUX BO3JCUCTBUH (BO3IEHCTBUIA
OKpY KaIoIIeH cpepl, HECTaOHMJIILHOCTH
BHGKTpOCHaG)KeHI/IH, KOHILI/II_II/IOHI/IpOBaHI/ISI N HHBIX
BHEIIHUX (haKTOPOB)




XIII. 3amuTa nHGOPMAITMOHHONW CUCTEMBI, €€ CPEJICTB,
cUCTEM CBs3U U niepenaun qaHubix (31C)

3UC.1

Paznenenne B mH(pOpMAIMOHHONW cucTeMe (YHKIMNA
1o yIIpaBJICHUIO (aIMMHHUCTPUPOBAHUIO)
MH(POPMAITMOHHOMH CUCTEMOI, YIIPaBICHUIO
(aAMHUHMCTPUPOBAHUIO) cUCTEMOMH 3alIUTHI
NEPCOHATBHBIX JaHHBIX, (QYHKUMH 1O 00paboTke
NEPCOHAJbHBIX  JAHHBIX WM HMHBIX  (QYHKUMH
MH(POPMALIMOHHON CUCTEMBI

3UC.2

[IpenorBpamenne  3aAepKKM  WIM  IPEpPBIBAHUSA
BBIITOJIHEHUS TIPOLIECCOB C BBICOKUM IIPUOPUTETOM CO
CTOPOHBI IIPOLIECCOB C HU3KUM IIPUOPUTETOM

3UC.3

ObecrieyeHne 3alIMThl MEPCOHAIBHBIX JAHHBIX OT| +
packpbITusi, MoAU(UKAIMM W HaBA3BIBaHUA (BBOJA
JIO’)KHOUM WH(pOPMAITUH) TIpH ee Tiepenade (MoAroTOBKE
K Iepeiaye) 1o KaHajliaM CBS3M, UMEIOIIMM BBIXOJ 3a
MpeAesibl  KOHTPOJUPYEeMOW 30HBI, B TOM YHCIE
OecrpoBOHBIM KaHaJaM CBSI3U

3UC.4

ObecnieueHne TOBEpEHHbBIX KaHaja, MapLUIpyTa MEXIY
aJIMUHUCTPATOPOM, IOJIb30BaTe€IeM U CpEeACTBaMHU
3amuThl MHGopManuu (pyHKIMAMH O€30MaCHOCTH
CPEeACTB 3alUThl HH(OPMAIIUN)

3UC.5

3anper HECaHKI[MOHUPOBAHHON yIalIEeHHON
aKTHBAallUM BHJEOKaMep, MHUKPO(GOHOB U HHBIX
nepu@epuiHbIX  YCTPOMCTB,  KOTOpbIE  MOTYT
AKTUBUPOBATHCS yIaJIEHHO, u OIOBEUIEHHE
10JIb30BaTese 00 aKTUBALIMU TaKUX YCTPONCTB

3UC.6

[lepenaua u KOHTPONb IEIOCTHOCTH AaTpHUOYTOB
0e30macHOCTH (METOK O€30MaCHOCTH), CBA3aHHBIX C
NEePCOHATBHBIMU JAHHBIMU, TP OOMEHE UMH C UHBIMU
MH(OPMALIMOHHBIMU CUCTEMaMU

3UC.7

KoHTpoib CaHKIIMOHMPOBAHHOTO M HCKIIOYEHHE
HECaHKLMOHUPOBAHHOTO MCIOJIb30BAaHUS TEXHOJIOTHI
MOOUJIBHOTO KOJla, B TOM UHCJIE€ perucrpamus
COOBITHH, CBSI3aHHBIX C UCIOJIB30BAHUEM TEXHOJIOTHI
MOOUJIBHOTO KOJa, MX aHallu3 U pearupoBaHHE Ha
HapylIeHUs,  CBsI3aHHbIE  C  HCIOJIb30BaHUEM
TEXHOJIOTHI MOOMJIBHOTO KOZIa

3UC.8

KOHTpOib CaHKIIMOHMPOBAHHOTO M UCKIIOUEHHUE
HECaHKLIMOHUPOBAaHHOT'O HCIOJIb30BAaHUSA TEXHOJIOTHHI
nepefayd pevr, B TOM YHCIE PEerucTpanus COOBITUH,




CBSI3aHHBIX C MCIIOJIb30BAHUEM TEXHOJIOTUH Iepenadn
pedyM, UX aHAIM3 M pEearupoBAHME HA HapYILICHWS,
CBSI3aHHBIE C HCIIOJIb30BAHUEM TEXHOJIOTHUH Iepefadn
peun

3UC.9

KoHTposib  CaHKIIMOHMPOBAHHONW M  HMCKIIOUEHHUE
HECaHKIIMOHUPOBAHHOU nepegadu
BHAcoMH(OpMAIMM, B TOM YHCJIE PETHCTpaIUs
COOBITHI, CBSI3aHHBIX c nepeaauen
BHIcOMH(OpMAIIMK, WX aHAJIW3 W pearupoBaHUE Ha
HapyLIEHUS, CBSI3aHHBIE c nepenayen
BHIcOMH(OpMaIuu

31C.10

[ToarBepxknenue MIPOUCXOXKACHUS MCTOYHHUKA
uH(pOpMaLIUY, TTOTy4aeMOM B MPOIECCEe OMpPEIeTICHHUS
CETEBBIX QJpPEeCcOB IO CETeBbIM HMMEHAM WJIHU
OTIpe/ieNICHUs] CETEBBIX UMEH IO CETEBbIM aJ[pecam

31C.11

OOecnieueHne MNOJUIMHHOCTU CETEBBIX COEIUHEHUN
(ceaHCOB B3aMMOJAEUCTBUS), B TOM YUCIIE JUIs 3aIUTHI
OT IIOJMEHBI CETEBBIX YCTPONCTB U CEPBUCOB

3UC.12

Hcknrouenue BO3MOXKHOCTH OTpHULIAHUS
moJyib30BarenaeM (akra OTIPAaBKH IEPCOHAIBHBIX
JAHHBIX IPYTOMY I10JIb30BaTEIIO

31C.13

Hckmouenune BO3MO>XHOCTH OTpULIAHUS
nojp3oBareneM (¢akra IOJyYeHHsS NEepCOHAIbHBIX
JAHHBIX OT IPYrOro MOJIb30BATENs

31C.14

Hcnonb30BaHne YCTPOWCTB TEPMUHAIBHOTO JIOCTYTIA
JUTs1 00pabOTKY MEPCOHATBHBIX JaHHBIX

3UC.15

3amuTa apXuBHBIX (DalIoB, MapaMeTpOB HACTPOUKHU
CpeACTB 3aluThl HHGOpPMAMK U TMPOrPAMMHOIO
o0ecrieyeHrss W MHBIX JIaHHBIX, HE MOAJIEKALINX
M3MEHEHHMIO B Iporecce 0O0pabOTKM MEepCOHANTbHBIX
TAaHHBIX

3UC.16

BeisaBienue, aHaIu3 u OJIOKMpOBaHUE B
MH(OPMALIMOHHOW  CUCTEME  CKPBITBIX  KaHaJOB
nepefayu nHGopMauu B 00X0J peaTn30BaHHBIX Mep
WY BHYTPHU Pa3pelIeHHBIX CETEBBIX MPOTOKOJIOB

3UC.17

Pa3ouenune nHpopManmoHHON CUCTEMBI Ha CETMEHTBI
(cerMeHTHpOBaHHE WH(POPMAITMOHHON CHCTEMBI) |
o0OecrieueHre  3alIUThl  MEPUMETPOB  CETMEHTOB
MH(POPMAITMOHHON CUCTEMBI




3UC.18

ObecneueHne 3arpy3Ky U UCTIOJHEHHS IPOTPAMMHOTO
o0ecrieyeHrs: ¢ MalIMHHBIX HOCUTENEH TIepCOHANTBHBIX
JAHHBIX, JOCTYIHBIX TOJBKO AJISl YTEHUS, U KOHTPOJIb
LEJIOCTHOCTHU IaHHOTO MPOTrPaMMHOI0 00ecIIeueH s

31C.19

M3omsmus  mpoueccoB  (BBIIIOJIHEHUE IPOTpaMM) B
BBIJICJICHHOW 00JIaCTH MaMSITH

31C.20

3amuTa 0eclpOBOJHBIX COEAMHEHUM, IPUMEHSIEMbIX B
MH(POPMAIIMOHHOH cUCTEMe

XIV. BpisiBiieHHE MHIIMACHTOB U PEarupoBaHKUE HA HUX

(MHIL

WHIL1

OnpeﬂeneHI/Ie Jun, OTBCTCTBCHHBIX 3a BbIABJIICHUC
HHOUACHTOB U pCarupoBaHrC HA HUX

WHIL.2

ObnapyxeHue, UICHTHPHUKAUS ¢  PETUCTpalus
WHIIUJICHTOB

MHIL3

CBoeBpeMEHHOE UH(POPMHPOBAHNE iy,
OTBE€TCTBCHHBIX 3a BBISIBJICHHUEC HMHIUJICHTOB u
pearupoBaHue Ha HUX, O BOSHUKHOBEHHH UHIIUACHTOB
B HMHGOPMAIIMOHHOW CHCTEME TOJIb30BATEISIMU H
aJIMUHUCTPaTOpaMu

WHIL.4

AHanu3 WHUUJEHTOB, B TOM YHCIE ONpPEAENICHUE
HWCTOYHHUKOB Y IPUYUH BOZHUKHOBEHUSI HHIIUJAEHTOB, a
TaK)Xe OLlEHKa UX IMOCIEeACTBUN

WHILS

[IpunstTe Mep 1O YCTPAaHEHUIO IOCJIEICTBUI
WHIMICHTOB

MHIL6

[ImannpoBaHue U MPUHATUE MEP IO MTPEAOTBPALEHHUIO
MMOBTOPHOI'O BO3HHUKHOBEHUSI UHIIUAECHTOB

XV.

VYnpasnenue

KoH(purypamnueit ntHPOpMaIMOHHON CUCTEMBI U CUCTEMBI 3aIUTHI IEPCOHATHHBIX

naHHbIx (YK®)

YK®.1

OmnpeneneHne aun, KOTOPBIM pa3penieHbl JEHCTBHS 110
BHECECHUIO WU3MEHEHUN B KOH(UTyparuio
MH(OPMALIMOHHOW CHCTEMbl W CHCTEMbI 3alllUThI
MIEPCOHANIBHBIX JaHHBIX

YK®.2

VYmpasnenue N3MEHEHUSIMHA KOH(UTypauu
MH(POPMAIIMOHHON CHCTEMBl M CHCTEMBI 3allUTHI
NEPCOHATBHBIX JAHHBIX

VK®.3

AHaJN3 TOTEHIHUAIBHOTO BO3JIEUCTBHUS TNIAHUPYEMBIX
W3MEHEeHWH B KoHpurypaumuu uHOOPMAITMOHHOM




CHCTEMBI ¥ CUCTEMBI 3aIlIUTHI MEPCOHATBHBIX JAHHBIX
Ha o0ecreueHue 3allUThl MMEePCOHATBHBIX JaHHBIX H
COTJIACOBaHWE  W3MEHCHMH B  KOH(HTrypamnuu
MH()OPMAIIMOHHONW CUCTEMBI C JIOJDKHOCTHBIM JIUIIOM
(pabOTHUKOM), OTBETCTBEHHBIM 3a oOOecIeueHue
0€30MMacCHOCTH MEePCOHATBHBIX TAHHBIX

YK® 4

JlokymeHnTupoBanre uHbopmanuu (DaHHBIX) 00
M3MEHEHHSIX B KOHOUrypanmuu HH()OPMAIMOHHON
CHCTEMBI U CUCTEMBI 3aIllUThI TIEPCOHANBHBIX JIaHHBIX

"+" - Mepa o obecrieueHuI0 0€30MMaCHOCTH MIEPCOHATBHBIX JAaHHBIX BKIIFOUEHA B 0a30BBIi HAOOP MEP

AJI1 COOTBCTCTBYIOLICTO YPOBHSA 3allITUIIICHHOCTU MEPCOHAIBHBIX TaHHBIX.

Mepsl o obOecrieueHHI0 OE30MaCHOCTH TIEPCOHANBHBIX JTAaHHBIX, HE 0003HAYCHHBIE 3HAKOM '+,
MIPUMEHSIFOTCS TIpU afanTaiuuyd 0a30Boro Habopa Mep U YTOYHEHHH aJanTHpOBaHHOro 0a3oBOro Habopa
Mep, a TaKkKe MpHU pa3paboTKe KOMIICHCUPYIOIIUX MEp MO o0ecredeHuo 0e30MacHOCTH MEPCOHATbHBIX

JaHHBbIX.




